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Manual Contents and Introduction

Manual Contents

Section Title Responsible Party
Installation and Configuration System Administrator
Daily Processing Step-By-Step User Guide System Administrator, Cashier

Master Verification Database (MVD) &

Central Image & Research Archive (CIRA) System Administrator

Reporting and Balancing with CASH-LINK System Administrator, Cashier
Personnel Change Over System Administrator, Cashier
Troubleshooting System Administrator, Cashier
Appendix System Administrator, Cashier
Introduction

What is Paper Check Conversion (PCC)?

Paper Check Conversion (PCC) is the process of converting paper checks presented to agencies into
electronic ACH debits to the check writer’s account. The process works as a Point of Sale (POS) when
the consumer presents a physical check to the cashier for payment, or as an Accounts
Receivable/Lockbox when the check is received through the mail as payment and the writer of the check
is not present. The cashier takes the completed check and inserts it into the Point-of-Sale scanner that
reads the MICR line on the bottom of the check and captures the image of the check into the POS
computer. The check image is forwarded and stored in a central database called the Central Image and
Research Archive (CIRA). When processing as a POS, the cashier returns the cancelled check to the
consumer on the spot with the transaction information. The financial information captured from the
MICR line is transmitted to the Federal Reserve Bank of Cleveland (FRBC). FRBC settles the transaction
through the ACH network, makes CA$H-LINK entries, and provides electronic deposit ticket and/or
debit voucher (returns) (SF215 and SF5515) reporting back to the collection site.

The PCC process involves the following major components:

Point of Sale (POS)

The software to capture and forward the image of the check and the information from the
transaction is called the POS. Depending on the respective agency’s needs, the POS will also collect
relative payment information. The agency will determine on an overall agency basis which
information is necessary. Refer to the Installation and Configuration section for setup and
configuration of the POS using the PCC SAT and PCC POS systems and setup of the POS scanner.
Refer to the Daily Processing sections for POS operating instructions.
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Accounts Receivable/Lockbox

This is an optional feature. Accounts Receivable/Lockbox is a processing mode that is used when
checks are mailed and the writer of the check is not present. For more information, refer to the
Installation and Configuration and Daily Processing sections of this manual.

Central Image and Research Archive (CIRA)

The POS application transmits all the image transaction information to Central Image and Research
Archive (CIRA). The CIRA online repository is a database of all transactions processed
electronically. It allows authorized users to perform research on a specific item, or on a group of
items, using your web browser. . The CIRA can only be accessed by authorized people within the
agency as well as authorized staff at the Federal Reserve Bank of Cleveland (FRBC). Refer to the
CIRA section for information on accessing and researching transactions through the web site.

Settlement and Reporting

The Federal Reserve Bank of Cleveland will convert the financial information captured from each
check that was forwarded to the CIRA to an electronic Automated Clearing House (ACH) item. The
FedACH system is used by the Federal Reserve to settle ACH items between financial institutions.
(As this system is internal to the Federal Reserve Bank, no further reference will be provided in this
manual.)

Master Verification Database (MVD)/Local Verification Database (LVD)

The Master Verification Database (MVD), provides the POS system information to ensure a presented
check is acceptable. The verification database is an online database that maintains the agency hierarchy
check cashing policy, dishonored check information, and manually entered blocked items based on an
agency’s policy. The Master Verification Database (MVD) provides downloads of negative check
information and blocked items to the POS daily to the Local Verification Database (LVD). The LVD is a
verification database that resides on each POS terminal. The information in the LVD prevents checks
being cashed on accounts, or other agencies specified criteria, that is a violation of the agency’s policy.
Verification information is available online. The MVD can be manually updated by the Federal Reserve
Bank of Cleveland (FRBC) and selected agency personnel determined by each agency. If the agency
utilizes the MVD and LVD, refer to the Master Verification Database section for more information.

This is an optional function. The verification database box must be checked on the PCC SAT System
Configuration screen, as described in the Installation and Configuration section, to utilize this function.

Location Group Management

The MVD restricts the display of data based on the location of the user. A user will only see records,
which are associated with locations at or below the user’s location in the hierarchy or at locations
specified in the Location Group. Depending on the type of data being requested, different rules will
apply, as appropriate. Refer to the Master Verification Database section for more information.
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CAS$H-LINK

The CA$H-LINK system is used to settle and report transactions for the U.S. Government. This
system will reflect deposits for all checks processed as well as debits for checks that are returned to
an agency. Each day the Disbursing Officer, or designated receiver, will receive a report via email
that details transactions that have posted to CA$H-LINK. Refer to the Reporting and Balancing
with CA$H-LINK section for more information.

POS Diagram

The following diagram depicts the flow of transactions through the Paper Check Conversion
process conducted through the POS:
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Installation & Configuration

Note: This section may be used by the System Administrator to follow for first time installation.

Reguirements and Configuration

Computer Requirements

10GB Hard Drive

Minimum of 128MB RAM

Minimum Pentium 500 MHz computer

Auvailable 9 pin serial port to connect POS Scanner

1 available PCMCIA slot (for instances where PCC will be installed on laptops) or a zip drive attached via

parallel port

CD-ROM drive

Local or LAN printer

Standard RJ45 Ethernet connection

POS will need Microsoft Internet Explorer Version 6.0 or higher (preferred browser) with 128-bit

encryption installed or Netscape Navigator 6.22 or higher.

POS application requires the Microsoft Database Engine (MSDE) and will install it as required
Serwce Pack 3 for upgrading the SQL2000 Desktop Engine (MSDE) optional (POS version 2.2.0.0523

only) POS version 2.3.0.2838 includes SP3 for SQL:2000
Supported operating systems are Windows NT, 2000 — Service Pack 2, and XP

Router/Firewall Requirements
Router/Firewall administrators must ensure and verify via outbound and inbound ACL's that complete
https access, on port 443, exists between each POS site and the PCC/MVD/CIRA PRODUCTION

located at IP 199.169.194.27. The IP address for contingency is 199.169.192.11. Full upload and download
capability using https is required to operate the PCC system.

Example ACL for both router and firewall access:

. Access list XXXX permit tcp (Agency Internet IP Address-Proxy or Translated) host
199.169.194.27 eq 443.
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There is more security by dedicating a direct connection from an Agency IP address to the MVD IP
address. This mechanism can ensure that any desktop running the PCC system can secure access to the
MVD/CIRA as long as there are no group or user restrictions applied. Once the IP address is requested,
it should be translated at the firewall to the agency IP address and forward the connection onto the
MVD/CIRA. Also, your firewall rules need to allow traffic to and from IP address 199.169.192.11 for
contingency purposes. In the event that there is a problem with our primary system, the secondary system
will use this IP address to connect to our backup site.

More information on the PCC system and its parts can be obtained from the Federal Reserve Bank of
Cleveland at 216-579-2112 or 1-800-624-1373, or your US Treasury, FMS Point of Contact.

Scanner Hardware

The scanner hardware consists of three components. They are:
1. EC5000i scanner unit
2. 9 Pin serial data cable
3. AC adapter power brick

The scanner serial data cable plugs into both the scanner unit and the 9 pin serial connection on the
laptop or PC. Plug the power unit into a surge protected power strip.

NOTE: The scanner MUST be 4 inches away from EM (Electro-magnetic) equipment,
including the PC. If the scanner is too close it can cause a misread or an image distortion.
These devices include the computer, credit card reader devices, laser beams from bar code
scanner devices, etc.

On initial startup of the scanner it will cycle through each light. Upon completion, the light on the front of
the scanner should be amber. If the light on the scanner is red, please refer to the Troubleshooting
section in this manual.

Yes/No Keypad (Optional)

The Yes/No Keypad allows the customer to confirm the amount of the transaction. If the agency uses
the Yes/No Keypad, it is enabled in the POS configuration. It is connected through the back of the
scanner.
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3. Plug keypad
cableinto power
strip.

2. Connect keypad
cable to scanner

cable.

1. Connect provided
scanner cableto
scanner back.

Operating System Setup

The POS runs on the following operating systems: Windows NT, XP, and 2000 (minimum Service Pack 2
for Windows 2000).

Verify that either the laptop or desktop computer is configured with an approved Operating System.
Verify that the laptop or desktop computer time and date configurations are correct. If needed, the laptop
or desktop date and time can be configured by selecting the Date/Time icon located in the Windows
Control Panel.

Due to the negative impact on the PCC POS performance, it is recommended that programs such as
games, screensavers, etc. should not be installed on your PCC POS computer or on the laptop provided
by the US Treasury (if applicable).

NOTE: All devices should be plugged into a surge protection system.

Mirror Image - Backup Device Installation

The POS requires the capability to have secondary storage. The secondary storage, or mirror image,
retains the batch information and check image prior to transmission to the CIRA. The mirror image is a
back-up drive in case the hard drive crashes or data on the hard drive is corrupt. Without the mirror
image, daily processing information would not be retained and not be available for transmission or batch
recovery in the event of a PC failure. If the above scenarios occur, call FRBC at 216-579-2112 or
800-624-1343 or DSN 510-4-2-86824, option 6, option 4, or refer to the Troubleshooting section of this
manual.

Two options are available for storage device, PCMCIA Smart Media or a zip drive. The volume of items
processed by your location will determine which device will serve as your backup device.
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Option 1 - PCMCIA Smart Media Device

One option for storing backup data is a Smart Media device. This may already be installed in the machine
in the PCMCIA slot, which is located on the left side of the laptop.

Inserted into this device isa 1.5” x 1.75” 32 or 64MB storage card (depending on your volume). If the
PC hard drive fails during operation before a batch is closed and transmitted to the CIRA site, pending
items can be retrieved from the storage card by using another PC with the same device.

Contingency and backup procedures are contained in the Troubleshooting section of this manual.
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Option 2 - Zip Drive

The second backup device option available with either a laptop or a desktop is a Zip Drive. This device
may be internally installed in the desktop PC or may be externally attached to the parallel port on the POS
PC.

It is recommended that a 250 MB storage disk is used with the zip drive. Zip disks are also available in 100
MB. The size you choose should be based on your volume. Should the PC fail during operation before a
batch is closed and transmitted to the CIRA site, pending items can be retrieved from the zip disk using
another PC with the same device. An external zip drive must be installed and configured prior to the
installation of the PCC POS software.

Contingency and backup procedures are contained in the Troubleshooting section of this manual.
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NOTE: During installation, the location of the secondary drive is established as explained in the
New Installation section. Go to Windows Explorer to verify that the secondary drive selected
during installation indicates the device (either option 1 or 2) being used. The drive selected
during software installation should also display in the System Administration Tool (SAT) system
configuration.

LAN Connectivity

If the POS is connected to the agency location’s LAN, the laptop or desktop must be configured as a
member of the domain used at the site and added to the network. This is necessary to submit transactions,
and to use any LAN-connected printers. The ability to print is required to properly process daily
work.
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New Installation

NOTE: If an error is encountered during any part of the installation, contact the FRBC at 800-
624-1373 or 216-579-2112 or DSN 510-4-2-86824, option 6, option 4.

Very Important — The System ID/machine name should not be changed after the Installation of
the PCC POS software. The machine name is directly tied to our PCC system and doing so will
render the software unusable. If the System 1D/Machine name needs to be changed it should
be done prior to the installation of the PCC POS software.

1. Insert the PCC POS CD (version 2.3.0.2838)

2. Click on ‘Start’, select ‘Run’ then click Navigate to the CDROM drive, usually D:\ or
E:\. Double-click the file named UST Paper Check Conversion System and from the ‘Run’
window, click

3. If the computer does not have Microsoft Data Access Component (MDAC), a screen appears
indicating that the PCC POS install requires MDAC (Microsoft Data Access Components
version 2.7) to be installed (or reinstalled if the current version is lower than 2.7) This may
require a reboot before the PCC POS application installation can begin.

4. 1f MDAC is already installed on the computer step 3 will be by-passed and the installation will
begin.

5. The ‘UST Paper Check Conversion System’ setup window will appear. Click

6. A window will appear stating that ‘A new instance of MSDE (Microsoft SQL ServerDesktop
Engine) needs to be installed. Would you like to install? Select to install. Installation will
take a few moments.

7. A UST System Information screen will appear and the user will be prompted to manually
configure specific fields and selections.

NOTE: Please insert your specific agency information as explained below or call FRBC at
800-624-1373 or 216-579-2112 or DSN 510-4-2-86824, option 6, option 4, to provide your
accurate agency information. It is crucial that the information in the following fields be
correct.
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B UST System Information 5]

UST Sytem Information c
.=- A

Please Enter Your Information T

Hame; |Y0ul Compary name

Organization: IYDul compary lozation

AL [T [Muszt be a 10 digit number. ie. 1234567330

Terminal D | EEEEE |

Secondany Stare: IE:'\ Browsze... I

Mate: Itiz strongly recommended that the Secondary Store iz a removable or network, drive.

Wise Installation Wizard®

Mest » | Cancel

8. Input the required fields & selections:
Name — Agency name or program.
Organization — Location name
ALC - Enter the respective agency’s ALC + 2. ALC/DSSN code is needed to specifically
identify the location of the transactions processed, POS scanner, and application.
ALCs/DSSNs have been predefined and should not be changed unless prior
approval from the U.S. Treasury has been obtained and coordinated with FRBC.
Altering values set in this field will negatively impact the processing of the agency location’s
items.
Terminal ID — Required for each location. It is provided by FRBC and should not be
changed. The naming convention for the terminal ID is XXXXX, in which ‘Xxxxx’ is a
numeric code assigned by FRBC to designate the terminal.
Secondary Storage — Installer should automatically select the secondary storage drive
(Normally E:\ or D:\). You can change the drive by selecting [Browsd. Go to Windows
Explorer to confirm that the proper drive is selected and coordinates with the location of the
secondary storage device (PCMCIA storage card or zip drive). Daily and archived batches will be
stored on this drive.

9. Click on |Next.

Destination Folder Selection:

10. Installer will select the destination folder as indicated in the screen shot below. It is recommended to
use pre-defined settings. Click
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@ UST Paper Check Conversion System

Destination Location

0
7 [

Setup will install UST Paper Check Corversion System in the following falder.
Tavinstall into 2 different folder, click Browse, and select another folder.

Y'ou can choose not o install UST Paper Check Conversion System by clicking Cancel to
exit Setup.

i~ Destination Folder

C:%Program Files\RB DM Corporation\Check Imaging Browse... | ‘

‘Wize Installation \Wizard®

Cancel |

11. A‘Start Installation’ window will appear. Click The PCC POS installation will
continue. This will take several minutes.

12.  When the install is complete click [Finish. Upon a successful installation, two shortcuts to
the POS program (PCC POS and PCC SAT) will appear on the PC desktop.

NOTE: If the installation is unsuccessful or the application is corrupt, refer to the
Troubleshooting section in this manual for instructions on reinstalling the PCC application or
call FRBC at 800-624-1373 or 216-579-2112 or DSN 510-4-2-86824, option 6, option 4, for assistance
on reloading the application installation.

Upgrading the PCC Application

Determining the Version

1. Logon to the PCC POS application.

2. Select ‘Help’, then ‘About PCC POS’ from the menu at the top of the main POS screen. The
version number displays at the top of the About PCC POS window. The current POS version is
2.3.38. When upgrading, you may need to verify this to be your current version number.

3. Select to close the window.

Logon to the PCC SAT application.

5. Select ‘Help’, then ‘About PCC System Administration’. The current SAT version is 2.3.28.
When upgrading, you may need to verify this to be your current version number.

6. Select to close the window.

>

Installing the Upgrade
When the upgrade is installed, the existing configuration and user setup is maintained.
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Bown

15.

Print the SAT and POS activity log for the past 90 days and user information from the SAT
before upgrading the existing application. To print the activity log and user information, refer to
Activity Log and User Information section in the Appendix.

Determine the current application version by following the steps above.

Launch PCC SAT and login.

Select File, and Configuration. Make a note of the ALC, and the Secondary Image Storage.
Close the PCC SAT application.

Launch PCC POS and login.

Select File, and Configuration. Select the Application tab and make a note of the Terminal ID.
Close the PCC POS application.

Insert the CD with the POS version upgrade into the CDROM drive.

Select ‘Start’, ‘Run’, then ‘Browse’ from the application toolbar at the bottom of the desktop.

. Select the CD-ROM drive.

. Double-click the ‘UST Paper Check Conversion System’ and select

. A UST Paper Check Conversion System Setup screen appears. Select to continue.

. If the current version of MDAC is not present or lower than 2.7, setup will need to install it at

this time. If the correct version of MDAC is detected, setup will continue with the next step.

. A UST System Information screen will appear with your PCC information. Make sure that the

information is correct — especially your ALC and terminal ID. If you are uncertain, please call
the FRBC at 216-579-2112 or 800-624-1373 or DSN 510-4-2-86824, option 6, option 4, to
confirm the accuracy of the information. Select

x|
UST Sytem Information o
Please Enter Your Information “\“
MName; |Your company hame
Organization: IYour company location
BLE: [T (Mustbe a 10 digit number. ie. 1234567590)
Terminal [D: r@éa—"
Secondary Stare: IE:\ Browse... |
Mote: Itiz strongly recommended that the Secondary Store iz a removable or network: drive.

Wwige Installation Wizard®

Mext > I Cancel |

Installer will select the destination folder as indicated in the screen shot below. It is
recommended to use pre-defined settings. Click
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B UST Paper Check Conversion System

X

Destination Location c
.E_ /

F

Setup will ingtall UST Paper Check Converzion System in the following folder.
To inztall inko a different falder, click Browse, and zelect another folder.

'ou can choose not to install UST Paper Check Corwverzion Systemn by clicking Cancel o
euit Setup.

— Destination Folder

C:\Program Files\RDM CorporationtCheck Imaging Browse... i ‘

Wize Inztallation \Wizard®

< Back

Cancel |

15. A *Start Installation’ window will appear. Click The PCC POS installation will continue.
This may take several minutes.

16. When the install is complete click [Finishl. Upon a successful installation, two new shortcuts
icons to the POS program (PCC POS and PCC SAT) will appear on the PC desktop.

NOTE: If the installation is unsuccessful or the application is corrupt, refer to the
Troubleshooting section in this manual for instructions on reinstalling the PCC application or
call FRBC at 800-624-1373 or 216-579-2112 or DSN 510-4-2-86824, option 6, option 4, for
assistance on reloading the application installation.
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Uninstall

Note: Uninstallation of the PCC software should not be

performed without permission from

FRBC. Please call the PCC Customer support at 800-624-1373, 216 -579-2112 or DSN 510 4-2-

86824, option 6, option 4.

1. To uninstall the software, click on ‘Start’, ‘Settings’, ‘Control Panel’. Double-click on ‘Add/Remove

Programs’.

2. Click on ‘UST Paper Check Conversion System’ then click on [Change/Remove.|

kg & Hemave Programs

Curtently rstslsd prograns ar Nr’:“-l-ﬂl;t.
() ATT Display Crteer
[ b=l ArcessDwect
A Mect sl nternak Eaplaret & 5P1
I'ﬁ i Wit scft Office 97, Profession ol Ecition
A b ﬂ] Wiy peoft 5L Seresr Disskiop Ergns (FCCROS)
Frograns P Moo eper
13 WML 4.0 5PZ Parver and SO
[ PCTEL S 09T Y. 92 MOC Modem Lrivers
¢ Synapkics ToudPad

A aing o
]

SR @ s e

B UST Paper Check Conversmn System

.ﬁl Weired s 2000 Hotfiz (Pre-aF ) [Sss 02rs48] for mars
E rfomation]

1Z2NE

ey REIREH
3

_ o |

=0
=
=

3. A‘Select Uninstall Method’ window will appear and ‘Automatic’ should already be chosen. If not, be
certain to choose ‘Automatic’ by clicking the radio button to the left of ‘Automatic’. Click

ST Paper Check Conversion System

Select Uninstall Method o

‘welcome to the ST Paper Check Convergion System uninstall program.

You cah choose to automatically uninstall thiz software o to choose exactly which changes are
made o pour spstem,

Select the Custom button to chooze which modifications to make during the uninztall. Select the
Automatic button for the default uninstall options. Select Repair to reinstall changed files/registy
keys [requires installation media).

(* Automatic
" Custom
" Repair

Wige |nstallation Wizard®

< Back I Mext > I Cancel

Installation and Configur

ation - 15



Installation and Configuration

Note: Never use the ‘Custom’ uninstall. Doing so will allow a user to remove folders, system
files and registry entries which can damage your operating system.

Note: Never use the ‘Repair’ function. Doing so may cause file corruption.
4. A prompt will appear that indicates that the uninstall process is about to begin. Click

5. The system will ask if you wish to keep the data from this product. Click This will save your user
information, application defaults and un-transmitted batches

Note: If you choose|No|, user information, application defaults and non-transmitted batches will
be lost

6. When the Uninstall process is complete, the screen will return to the Add/Remove programs window.
Click on at the bottom right of the window. Close the Control Panel window by clicking on
the ‘X’ in the upper right corner of the window.

Re-Install

After you have performed the Un-install procedure, the software will need to be re-installed. Follow these
steps to re-install the PCC POS software.

1. Insert the PCC POS CD (version 2.3.0.2838)

2. Click on ‘Start’, select ‘Run’ then click Navigate to the CDROM drive, usually D:\ or
E:\.

3. Double-click the file ‘UST Paper Check Conversion System.exe. In the ‘Run’ window, cIick
At execution, the UST Paper Check Conversion System Setup window appear. Click

4. A UST System Information screen will appear and the user will be prompted to manually
configure specific fields and selections (see below).

NOTE: Please insert your specific agency information as explained below or call FRBC at
800-624-1373 or 216-579-2112 or DSN 510-4-2-86824, option 6, option 4, to provide your
accurate agency information. It is crucial that the information in the following fields be
correct.
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5.

B UST System Information

UST Sytem Information

Please Enter Your Information

Na

Organization: IYour company location

Al

T

Se

Mote: |tis strongly recommended that the Secondary Store is a removable or network drive,

Wize |

0
f A [

me: |Your company name

C: I'I 11111111 [bust be a 10 digit number. iz, 1234567830)
rrinal 10 | EEEEE|
condary Store: IE:\ Browse... |

nztallation ‘Wizard®

Nest » I Cancel

Input the required fields & selections:

Name — Agency name or program.
Organization — Location name

ALC - Enter the respective agency’s ALC + 2. ALC/DSSN code is needed to specifically
identify the location of the transactions processed, POS scanner, and application.
ALCs/DSSNs have been predefined and should not be changed unless prior
approval from the U.S. Treasury has been obtained and coordinated with FRBC.
Altering values set in this field will negatively impact the processing of the agency location’s
items.

Terminal ID — Required for each location. It is provided by FRBC and should not be
changed. The naming convention for the terminal ID is XXXXX, in which ‘xxxxx’ is a
numeric code assigned by FRBC to designate the terminal.

Secondary Storage — Installer should automatically select the secondary storage drive
(Normally E:\ or D:\). You can change the drive by selecting . Go to Windows
Explorer to confirm that the proper drive is selected and coordinates with the location of the
secondary storage device (PCMCIA storage card or zip drive). Daily and archived batches will be
stored on this drive.

6. Click on

Destination Folder Selection:

7.

Installer will select the destination folder as indicated in the screen shot below. It is recommended to

use

pre-defined settings. Click
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8 UST Paper Check Conversion System 5[
Destination Location o
-
N

Setup will install UST Paper Check Conversion System in the following folder.
To ingtall into a difterent folder, click Browse, and select another folder.

You can chooge nat to install UST Paper Check. Converzion System by clicking Cancel to
exit Setup,

— Destination Folder

C:%Program Filez\RDM CorporationhCheck. Imaging Browse. . i ‘

Wize Inztallation \Wizard®

Cancel |

< Back

8. A ‘Start Installation’ window will appear. Click The PCC POS installation will
continue. This could take several minutes.

9. When the install is complete click [Finishl. Upon a successful installation, two shortcuts to
the POS program (PCC POS and PCC SAT) will appear on the PC desktop.

NOTE: If the installation is unsuccessful or the application is corrupt, refer to the
Troubleshooting section in this manual for instructions on reinstalling the PCC application or
call FRBC at 800-624-1373 or 216-579-2112 for assistance on reloading the application installation.
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PCC SAT — System Administration Tool

Only authorized System Administrator, I T Support or designated Point of Contacts (POC)
should be accessing the PCC SAT application.

For the initial installation, the deployment specialist (i.e. FRBC or Treasury representative) will launch the
PCC SAT icon to complete security and application configuration setup. If the deployment specialist is
not present at the location site, call FRBC at 800-624-1373 or 216-579-2112 for assistance.

The agency’s authorized user will enter the login and password provided by the deployment specialist,
then press @ The password will need to be changed upon initial login to a unique password and
should only be known to users who have administrative access rights.

(Note: Once the administrative password has been changed, it should be written down and
locked up for future use. If, at any time, the PCC SAT system cannot be accessed via the
administrative logon because the password is not known, the only way to access the SAT is to
uninstall and reinstall the PCC POS software. Keeping track (and tight security) of the
administrative password is crucial.)

The PCC SAT application consists of the following components:
- System Configuration
User Administration
Activity Log
Batch Recovery
LVD Reset (Optional for Accounts Receivable/Lockbox — may be made inactive if not used)
Help

System User Activity  Batch

Configuratior ~Administration ~ Log Recovery LVD Reset  Helg

_;_!_,"EPar et Check _onversion 9y<.em Admir’.cration To~! ;sharon?
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System Configuration

Select the System Configuration icon from the main PCC SAT screen.

'.ﬁ':':ﬁystem Configuration x|

General I Image Upload I "Yerification T Prosp Settings
ALLC: i'I'I'ITI'I'I'I'I'I

Secondary Storage: ID:'\ |
Fetain activity log for a period of |3E;5_ :! dayz].

IJzer lacked out after Eﬁ unsuccessiul lagin atternpt(z].
k.eep Ej prexvious pazsword(z).

Apply Cloze

There are four tabs on this screen and they are described below.

General

ALC + 2is a predefined code used to specifically identify the location of the transactions
processed. This field is set during installation and should not be changed unless prior approval
frm the US Treasury has been obtained and coordinated with FRBC. Verify the accuracy of the
setting since this determines CA$H-LINK and accounting entries. If a PC is re-deployed to
another location, the POC must change this field if the information is different than what was
entered during installation. ALCs/DSSNs have been predefined and should not be changed
unless prior approval from the U.S. Treasury has been obtained and coordinated with
FRBC.

The ‘Secondary storage’ field was configured during installation (PCMCIA storage card,
LAN, or zip drive). The drive displayed should be the same drive that was selected during
installation. Refer to the New Installation section, if needed. If the Secondary Image Storage
fails while in the PCC POS application, refer to the Troubleshooting section.

The ‘Retain activity log’ field defines the length of time the system activity is retained. The
period to retain the system activity log is configurable by the number of days. Itis
recommended that a minimum of one year of activity be maintained.

System access provides the ability for an administrator to lock out users after a configurable
number of unsuccessful attempts. The number of previously used passwords must be
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configured. Upon installation, the agency POC should confirm that setting is in compliance
with the agency’s guidelines.

Set the number of previously used user passwords that are retained in the history file.
Typically, three previous passwords are retained, but this setting should conform with an
agency’s IT security policy.

NOTE: Password administration is allowed by users that have permission to configure user roles.
Authorized users are able to change and unlock user passwords by selecting the Edit User icon
on the User Administration screen.

I mage Upload

Configurable fields for daily batch updates. Should be set exactly as displayed below and should not
be changed unless at the direction and guidance of the FRBC or the Treasury. Upon deployment
or re-installation, these settings will be confirmed. A change to any of these settings will
produce a negative impact to the processing of your check items.

'_.;:_E__':':System Configuration x|

General | iImage Upload Werfication T Proxy Settings
WwiSDL LIRL: Ihttps:h"www.mvd.guv;"webmntexts’indiﬁDapSBJindiSDapSE.wsdl
Service Mame: ISDapSB Rietry Count: |3_ ﬁ
Port Mame: [SoapsEPart Fietry Interval: |1 0oo0_ :II (=]
Il zer Mame: ILISTLIF'LEI.-’-‘-.D
Pazaward: I xxxxxxxxxxxxxxxxxxxx
Apply Close

Note: The‘Password’ field in the above screen needsto be reset. The deployment specialist
can provide this password. |f the deployment specialist is not present, call at 800-624-1373 or
216-579-2112 or DSN 510-4-2-86824, option 6, option 4.
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Verification

This tab contains the configurable fields for verification updates. The LVD usage can be
customized based on the type of checks/payments you accept viathe PCC POS. If LBX (Lockbox)
only options are chosen in the LVD usage, the Local Verification Database option will become
inactive for all POS transactions, personal or business.

The WSDL URL, Service Name and Port Name are defaulted during installation and look
exactly as displayed below. Upon deployment or re-installation, these settings will be confirmed.
These three fields should not be changed without the direction or guidance of FRBC. A change to
any of these fields will produce a negative impact to the processing of your check items.

The remainder of the configuration settings is set to system defaults and should not be
changed.

'.ﬁ':?Srstem Configuration il
General Image Upload Verification T Frosy Settings ]
LYD Usage: Personal Check  |Business Check
POS ™l O
LB EI |
WSOL URL: Ihttps:.-".-"www.mvd.gu:uv.-"wel:u:-:unte:-:t.-"indiﬁ oapS B Avsdljzp
Service Mame: ISnapSB Retry Count: |3_ jl
Part M arme: ISnapSBF‘nrt Fety [nterval: |1 00oo_ ﬁ [miz]
D atabaze delete rate: |3 j record block[z).
Supervizor overide required when over |3|]_ i day(z] old.
Apply LCloze
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Proxy Settings
Configurable fields are available for agencies to insert their internal proxy settings if proxy servers are used.

for updating proxy settings. Use of this screen will depend upon your firewall rules. Contact your firewall
administrator for further information.

',;:_E__':':Srstem Configuration
General Image Upload Werification Proxy Settings

[T Use Prosy Sever
SERVEr I

| zer digent: IM ozilladd.0
Timeout: [30000_ :Il (]

[T lUsze Authentication

|lzer Mame: I

xxxxxxxxxxxxxxxxxxxx

Pazsword: I

Apply LCloze

Note: The PCC software is proxy aware. If your agency is proxy aware, you will need to enable
the use of Proxy Server by placing a check in the box for ‘Use Proxy Server’. The associated
proxy server’s IP address and/or port numbers need to be specified in the ‘Server’ field. Any
required user authentication parameters needed for internet access need to be set in the ‘Use
Authentication’ field. Your central network infrastructure staff can assist you by providing the

required values needed for this screen.
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User Administration

Users must be setup in the PCC SAT user administration and assigned roles and permissions before
accessing the PCC POS application.

Select the User Administration icon from the main PCC SAT screen to access the following user
administration screen.

New User dit User Delete User Configure System Roles Print

3 ser Administe=%on _ Ol x|

Created Last Access Hole
20030715 121859 | 2003-07-16 10:40:04

Adrminiztrator

WARNING: The admin user should never be deleted from the PCC POS system.

The user administration consists of five primary functions:
Add New User
Edit User
Delete Users
Configure System Roles
Print out a list of system users

Further explanations of these functions are covered on the next pages.

Configure System Roles
From the main PCC SAT screen, select the User Administration icon, then select the Configure System
Roles icon, from the User Administration screen to configure system roles.

System permissions indicate the access of each role. Review the accuracy and completeness of the role
permissions to agency requirements prior to assigning users. The ‘admin’ user cannot alter system roles. If
system roles need to be reconfigured, a user needs to be added that has authorization to alter system roles,
then that user needs to sign on and reconfigure the system roles.

Administrator, Cashier, POC (Point of Contact), and Supervisor are provided as system default roles.
These roles can be changed according to your agency’s needs. Additional system roles required by an
agency can be added or edited by an authorized user. Roles should be consistent across an agency, and
not be location specific. Highlight the specific role to determine the role permissions. For example, if you
are logged in as a Supervisor, and the Supervisor role has the System Permission to configure users, the
Supervisor user will be able to perform user configuration functions.
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New System Role Delete System Role

| e

Adding System Roles

'_;_E:':':Sv stem Role r.afiguration =10] =]
O %
Adminiztrator
Cazhier
POC
Supervisar
— System Pemizzions
Permizzion | Dezenption -
O &uthorizeOldy erification Authorize the uze of an out-of-date LD
BrowseB atches Browse through batches in the system
Change0wnPazsward Change own pazsword
O ClozeBatch Cloze a batch
ConfigureP05 Canfigure the POS application
O ConfiqureR oles Change roles configuration
ConfigureSystern Change systemn configuration
Caonfigurell sers Perform uzer configuration functions
O DeleteB atches Delete batches
[ DeleteE xpiredR etums Delete expired LVD returns
O Limit#.ctivityLog Lirnit ald Activity Log entries -
O Dverrideterification Oweride a denial, returned from the YWerification spstemn
O ProcessTranzactions Process transactionz at the POS
O RecoverFromSecondanStarage | Recover the database from the data stored in the Secondary storage location
RezetlWD Rezet local Vernfication database ;I
Apply Cloze

1. Authorized users are able to add system roles by selecting the New System Role button from the
System Role Configuration screen.

2. Enter the system role as indicated below, then select . The new role will appear on the
System Role Configuration screen.

New Role: Please enter the name of the new
role.

ICaShier |

Dk LCancel
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3. Select the new role and check the System Permissions for that role. The System Permission,
ChangeOwnPasword, must be checked for all roles. If it is not selected, the user will not be able to
sign on.

4. Select [Apply|

Deleting System Roles

1. Authorized users are able to delete system roles by selecting the Delete System Role button from
the System Role Configuration screen.

2. At the verification message, select . The role will be removed from the system Role

Configuration screen.

NOTE: A role cannot be deleted if a user is assigned to that role. Reassign users to new
roles before deleting the existing role.

Adding a New User

From the main PCC SAT screen, select the User Administration icon, then select the New User icon
from the User Administration screen. Users can only be added by an authorized administrator.
:8iNew User Information x|

Flease enter new user information

Lagin: !|
Full Marme: I
Passward: I
Canfirm: I
Account Status
: Ruoles
Activated O administratar
Fegular Accaunt [ Cashier
Oroc
Unlocked
O supervisor
Create Date:
Apply Close

Enter the new user information including the Login, Full Name, and default Password. The default
password is typed twice, once in the ‘Password’ field and then again in the ‘Confirm’ field.
The Login is not case sensitive and must be between four and twenty characters. The login
should be identifiable by the user, for example the user’s first initial and last name. The Logon
should not include commas or apostrophes.
Passwords must be a minimum of eight alphanumeric characters, and are case sensitive. Users should
be assigned a default user password since users are required to establish a new password upon their
initial login.

Note: Users should be aware that 3 unsuccessful login attempts (or the configurable
number of attemps that are set in the System Configuration) will result in a locked account.
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Once an account is locked, an administrator must sign on to the PCC SAT and unlock the
user.

Select the appropriate role, then select [Apply| when complete. Once a user has been added, an
administrator can view the user’s information, which would include the status of their account and the
date that the user was added to the system.

Edit User (Unlock, Reset, Activate or Deactivate User Account)

Unlock, Activate or Deactivate

A user’s account will become ‘locked’ if their unsuccessful login attempts exceeds the number of
unsuccessful attempts as set in the System Configuration. An administrator can ‘Unlock’ a user account.
(Note: the user’s password may also need to be reset if the user does not remember their password —see
Reset Password). A user account can also be ‘Deactivated’ if, for example, a user is on vacation or
medical leave. Upon their return, their account can be ‘Reactivated’. These functions can only be
performed from the User Administration screen. There are no menu options for these functions

1. From the main PCC SAT screen, select the User Administration icon.

2. The screen will display all users as seen below. When a user account is locked, a red ‘lock’ will
appear to the left of the login name. When a user id deactivated, it will be flagged with a red
arrow symbol.

Deactivated Locked
= User A = o [m]
m| ><| &
y 4
ogin Full M ame Created Last Access Fale
ad Syztem Adminiztrator 2003-08-0611:41:13 2003-08-06 120702 | Adrminiztrator
Jabyfing D Johnny Depp 2003-08-06 13:40:13  2003-08-06 1417268 Cashier
92 gfzron Sharon B 2003-08-06 12:07:27  2003-08-06 144248  POC
.ﬁ oy tommy 2 2003-08-06 14:33:58 Cazhier

Cloze
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3. To unlock, activate, or deactivate a user account, right-click on the user’s login. A drop down

menu will appear with choices as seen below.

'_;_E__':':User Administration

LA REE]

=10] x|

Edit...
Delete

UnLock
Deactivate

Login I Full M ame | Created | | azt Access | Ruole |
¥ admin System Administrator 2003-08-08 11:41:13 2003-08-06 12.07:02 | Administrator
.E Johnny D Johnny Depp 2003-08-068 13:40:13 2003-08-06 141726 Cashier
M Sharon Sharon B 2003-08-06 12:07:27  2003-08-06 144248  POC
tanniny M sl el 13358 — Cashier
e, ..

Cloze

4. Click the action you wish to take and the user’s account is immediately updated.

Reset password

If a user has become locked because they cannot remember their password, the administrator not only
needs to unlock the user account, but will also need to reset the user’s password.

1. Click the ‘User Administration’ icon from the main PCC SAT screen. A window will
appear that displays all user accounts. Double-click the user login and type a new
password in the ‘Password’ and ‘ Confirm Password’ fields. Passwords requirements
mandate that the password have a minimum of eight alphanumeric characters. The

password is aso case sensitive.

2. The user’srole can also be changed on this screen by clicking the new role.

3. Whencomplete, click |Apply|and|Close|to exit.
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',;:_E__'f:Mudify User Information |

hModify user information below.

Login: IE haron

Full Mame; |Sharon B

asswurd'l xxxxxxxxxxxxxxxxxxxx \\

Confirm: I xxxxxxxxxxxxxxxxxxxx

Account ST
; Fioles
Activated [ &dministrator
Fegular Account [ Cashier
PaC
Hnl e O 5upervisor
Create Date:
2003-08-0612:07:27
Apply Llose

Modify Roles

A user’s role can also be modified.
Click the ‘User Administration’ icon from the main PCC SAT screen. A window will

1.

appear that displays all user accounts.

Double-click the user who's role needs to be modified.
Change the user’ s role by clicking the new role.

When complete, click |Apply|and [Close|to exit.

',§'3'=Mndify User Information

hModify user information below.

Lagin: IE haran

Full M arne: IShaan B

Pazzword: I xxxxxxxxxxxxxxxxxxxx
Confirnn: I xxxxxxxxxxxxxxxxxxxx
Au:u:.c'unt Statuz /«ﬁ'u’:fl%?
Activated [ &dministrator
Fegular Account [ Cashier
POC
nlocked
[ 5upervizar
Create Date:
2003-08-0612:07:27

Apply Cloze
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Delete Users

An authorized user has the ability to delete a selected user.

1. From the main PCC SAT screen, select the User Administration icon.

2. Click on the user to be deleted.

3. Select the Delete User icon from the User Administration screen.

A prompt will appear on the screen asking, ““You have seletected to delete user ‘nnnn’ Are you sure?”
Click . The user account will be removed from the system and will no longer appear on the User

administration screen.

Print User Information
An authorized user has the ability to print the listing of all user information.

1. From the main PCC SAT screen, select the User Administration icon. (Fields can be sorted by
clicking on the heading above each column.)

2. Select the print icon from the User Administration screen.

3. Aprint window will appear which displays all of your printers as well as the default printer that is
set up on your system which is indicated with a check mark. Select the correct printer and click

prini

4. The System Users printout will appear on your screen. The ‘Ctrl+ arrow " icons at the top of the
screen can be used to page forward and backward in the printout (if more than one page). Use
Ctrl+Q icon to quit, or to print, click the Printer icon.

System Users
Diate; 2003-08-07 12:46:32
ALC: 1111111111

Printed By: sharon

Pagel

Login User Mawie Creation Date Last Access Rale

admin System Administrator 2003.08.06 11:41:13 | 20030806 12:07:02 | Admimstrator
Jotemy D JTohrmy D 2003-02-06 13:40:13 | 2003-08-06 14:17:26 | Cashier
Sheron ShaonB 2003.08.06 12:07:27 | 2003.08.06 14:42:48 | POC
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Activity Log
The POS software records all action that occur in the POS/SAT. Selecting various settings changes
the information that is displayed.

To view the activity log, select the Activity Log icon from the main PCC SAT screen. When viewing
the activity log, select the appropriate event types, sources, and modules, or all settings should be
checked to capture all system activity. Enter desired date range to view the log.

'_:Q":Paper Check Conversion System Administration Tool [sharon] - [System Activity Log] - &1l
©) File window Help =18 =]
; LVD
2| G5 =r 7
Event Types | Souices | Modules |
Bl wanie Blrcesar Bloat | Thursdey Aug 07,2003 =]
Error LAM o
Audit Success
Audit Failure
| Thursdey Aug 07,2003 =]
Diate Time | Source | odule | Deescription
@ 2003-08-07 12.62:26  PCCSAT SAT Frinting
@ 2003-08-07 12:44:03 | PCCSAT L& Delete user.
@ 2003-08-07 121207 PCCSAT L Enable Lser.
(151 2003-08-07 121307 PLCSAT Lasd Change uzer's full name:
@ 2003-08-07 121302 PCCSAT L Dizable user.
@ 2003-08-07 129202 PCCSAT L Change user's full name.
(5120030807 1212:26  PLCSAT L Femaove lockout.
@ 2003-08-07 1212:26 | PCCSAT L Change uzer's full name.
@ 2003-08-07 10:33:21 - PCCSAT Lésd Disable uger.
@ 2003-08-07 10:33:21  PCCSAT Lam Change user's full hame.
r Location Detail
i Frint users listwas canceled =
User Name : Sharon B
— User Name User|D: {2F45FE1B-009B-4DF6-AAED-56A3ER4915E0}
Sharon B
-]
Irnim Log... | Print__. LCloze

iastartl“ m e @ |J @ 12 SAT print system user.., ||®Paper Check Conversi...

LEALOa iassm
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System Activity Logging consists of several sections:

Event Types — Types of events logged for viewing.

Sources — Current sources available

Modules — Configurable selections. Some examples of these modules are:
LAM — Administrator; POS — Point of Sale;
LVD — Local Verification database; LID — batch activity

Date Criteria— User configurable date criteria selection.

Listing— An event listing of selected sources and/or module by date.

Trim Log — Clears the activity log based on the SAT system configuration activity log

retention setting.

Print — Ability to print the activity log.

To view information about an event, highlight the desired event. A detailed description of the
selected event displays in the Detail section, the ALC+2 displays in the Location section, ard the
user logged in during the event displays in the User Name section at the bottom of the screen.

The SAT activity log should be printed before an upgrade. It is also recommended that the SAT
activity log be printed monthly, or as the agency requires. If your location processes high
volumes of checks, a more frequent schedule may be appropriate, because your activity file will
be lost if you lose your hard drive. To print the activity log:

1. Select the event types, sources, and modules desired.

2. Enter the date range.

3. Select Print.

Batch Recovery

Authorized users are able to use this feature to recover items from a non-functioning PC to restore items
to a backup PC. This would occur when a PCC POS terminal unexpectedly fails prior to batches being
transmitted.

Note: The backup or contingency PC must have the same secondary media or a compatible
secondary media in order for the batch recovery to work. If the backup or contingency PC is
being used to process batches, all batches must be closed and transmitted before using the PC
for batchrecovery.

If the Secondary Image Storage fails while in the PCC POS application, a batch recovery cannot be
performed. Call FRBC at 1-800-624-1373 or 216-579-2112 for assistance or refer to the Troubleshooting
section of this SOP manual.

To initiate a batch recovery and retrieve the batch from the secondary image storage of the failed PC,
do the following on the backup or contingency PC:
1. Close any batch in process and exit out of the PCC POS application.

2. Connect or insert the backup device (PCMCIA card or Zip disk) from the non-functioning PC
to the backup PC. If the backup PC is only used as backup hardware, check the following:

Date and time are accurate.
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Scanner is connected.

Printer driver is installed.

PCC POS application version (refer to Determining the Version in this section). If unsure of
the correct version, contact FRBC at 1-800-624-1373 or 216-579-2112 for assistance.

3. Launch the PCC SAT application and enter your Login and Password.

4. Select ‘File’, then ‘Configuration’ from the menu at the top of the screen. Write down or
capture a screen print of the current configuration settings. If these settings need to be altered
to accommodate the batch recovery procedure, they will need to be restored once the process is
complete (step 18).

Verify the configuration information is the same as the failed PCC information, if unsure
call FRBC at 1-800-624-1373 or 216-579-2112 for assistance.

Verify the secondary image storage drive is accurate by selecting the secondary image drive
from Windows Explorer (zip drive).

If necessary changes were made, select to apply the changes, and to close the
System Configuration screen.

5. Select ‘File’, then ‘Batch Recovery’, or select the Batch Recovery Icon from the toolbar.

=i PCC - System Administration Tool

@ Batch Recovery.

This will restore all batches found in the secondary
storage.
Are you sure you want to continue?

6. Select [Yed to accept the batch recovery function.

' Recover All Batches

Recowver Batches
Finished recowvering batches.
Flease see log for details.

Close

7. Launch the PCC POS application and enter your Login and Password.
8. Select ‘File’, then ‘Configuration’ from the menu.
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10.

11.

12.

13.

14.

The first tab is the Scanner tab. Accept the default Comm Port field (COM1) and Baud Rate
(57600). A window screen will appear if the Comm Port is incorrect. Select the correct Comm
port (Coml, Comz2, etc.).

Select the ‘Application’ tab to change the Terminal ID field, so it matches the non-functioning
POS terminal. If unsure of this information contact FRBC at 800-624-1373 or 216-579-2112.
Select to apply the changes (if changes are applied), and to close the Configuration
window screen.

Check the SAT activity log to verify the batch recovery was successful. If it was unsuccessful,
reseat (remove then replace) the backup device and reselect Batch Recovery or call FRBC at
800-624-1373 or 216-579-2112 for assistance to recover the batch.

Once complete, the cashier will then have an active batch list of items that were recovered.
Select on the Batch Recovery screen. Follow the regular Batch Close process described in
the ‘Daily Processing’ section of this Guide. Balance with item count and dollar amount before
you transmit the batch.

Once the batch is closed and transmitted, use extreme caution to restore the previous PCC POS
terminal configuration to its original configuration prior to further batch processing. Use the
information you recorded in step 8 (written or screen print) to restore back to the original
configuration if the settings were altered.
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Location Verification Database (LVD) Reset — If applicable

If an agency is utilizing the check verification process through the LVD download, there will be occasions
where a new LVD is required. Daily LVD downloads contain only new items received by the MVD. If
there is a change in the location’s policy, or if the POS is re -deployed to a new location, an entire new
LVD should be obtained and needs to be requested manually.

To initiate an LVD reset, select the ‘LVD Reset’ icon from the main PCC SAT screen.

The LVD reset button erases everything on the LVD in anticipation for a replacement with new data. If
the LVD reset is selected and a new LVD is not obtained, there will not be any verification of
checks presented.

= PCC - System Administration Tool x|

@ LVD Reset.

This will permanently remove records from the local
verification database.
Are you sure you want to continue?

Additional information on the LVD is located in the Master Verification section.

Help

The Help icon from the PCC SAT provides the PCC SAT version information, as well as a link to

your computer’s system information.

1. Login to the PCC SAT application.

2. Select ‘Help’, then *About PCC System Administration Tool’

3. The screen will display the version number for the PCC SAT. This information may be
requested from the FRBC or the Treasury for troubleshooting purposes.

& About PCCSAT

distribution of this product, in whole or in part, may result in
civil and criminal penalties.

\‘,._,-. o LD
arning: This computer program iz protected by copyright
law and intemational treaties. Unauthorized reproduction or Close |
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POS Application Setup

Signing on to the PCC POS Application

Once an authorized user logs into the POS, the user is presented with the main POS screen. The PCC
POS administrator will supply each user with a default password. Initial login requires the user to reset
their password, since it was assigned by the administrator. A user’s passwords should be known only to
that user. After typing the Login and Password, click@ . The user will then be prompted to change
their password to one that is known only to that user. The password is case sensitive and must contain a
minimum of eight alphanumeric characters.

NOTE: A user must be setup in the PCC SAT application before the user can access the
PCC POS application.

| & :Treasury-Paper Check Conversion System =8|

User:l

Amnunt:l $0.00
HEEN: | ...........
'-_fl‘_'i}"tﬂg.ll;t-l‘ﬁpﬂ Check l:orwzrslnuﬁ Syste
Flease enter login and password o
accass Point-OfSala.
Login:
=gin || IRN:
Passworct | Bank No.:
LCancel | 0K | Check No.:
Account No.:
Change Pazzword.._ ‘
Date Time:
| |Please enter SSN 2 | §/8f2003
ifystart | ] @& 53 | EdTreasury-Paper Check Co... BRSO O0 mosam
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POS Configuration
To view or edit current POS configurations, the authorized user will need to go to the ‘File’ menu and

select ‘Configuration’.

An authorized user, i.e. an administrator role, has the permission to edit POS settings, including the
settings for ‘Scanner’, ‘Application’, and ‘Reports’.

Scanner Configuration

',;_E__'ﬁ':tunfiguratiun

{Scanner T Application T Beports

— Comm Port
|COM1 -

—Baud Rate

|5?euu j

Apply LClose

Under scanner configuration a user can change which Comm port is designated for scanner users and can
change the transmission baud rate for the specific scanner. The Comm Port and the Baud Rate indicated

in the screen above are the recommended settings.

Application Configuration
‘) Configuration x|

Scanner Appiication | e

— Teminal 1D

853954

— Prezentation
[~ Enable Keypad

Apply Close

These fields should be confirmed from the initial installation.
The Terminal ID is provided by FRBC during installation and entered during the Install Shield
process. It should not be changed, unless the PC is being used as a backup PC for batch recovery. It
cannot be changed from this screen. An authorized user would use the PCC SAT to change the
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terminal 1D for batch recovery. The Terminal ID on the screen above is only an example. Refer to
Batch Recovery in Troubleshooting section for more information.

The Enable Keypad should be checked if you are using the Yes/No keypad. The keypad is an
optional feature. Enabling the Keypad allows the check writer to confirm the transaction dollar
amount. The Keypad feature is disabled while the application operates in the Accounts
Receivable/Lockbox mode. Refer to Requirements and Configuration earlier in this section for more
information on the Yes/No Keypad.

Reports

A printer must be selected/established prior to operation, since it is mandatory to print the batch list as
part of the batch closing process.

‘8 Configuration

Scanner T Application T Reports

Frinter Selection

HF DeskJet 1600C j

Sample
Eant | A aEh¥yZz

Apply | Close

The POS automatically generates a list of printers available based on what printers have been installed on
the operating system and/or network. The user can select the appropriate printer used at the location.
There must be an established printer to the operating system.

To install a new printer, use the ‘Printers’ option in the Windows operating system.

Once a printer is installed, a user can select the printer from the drop down menu, under the ‘Report’ tab
within the configuration window.

Users may also select which reporting font is desired on the batch list printouts.

Note: PCC will use the default printer assigned in the operating system if one is not specified on
this screen.

Accounts Receivable/Lockbox Mode

Accounts Receivable/Lockbox mode is used for checks that are processed without the customer present
during the transaction .

The POS can be configured to operate in Accounts Receivable/Lockbox mode. The application title (top
line of screen display) displays followed by “[LOCKBOX]” indicating that the user is in the POS
Accounts Receivable/Lockbox setting.
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To operate in Accounts Receivable/Lockbox mode, an authorized user must select ‘Mode’ from the
toolbar on the top of the screen, then select ‘Lockbox’. ‘Lockbox’ should be checked indicating you are in
Accounts Receivable/Lockbox mode.

'.ﬁ':':Treasurr-Paper Check Conversion System [LOCKBOX]

Filz | Mode Tools Help
ockboe

If you do not want to operate in Accounts Receivable/Lockbox, go to ‘Mode’ and select ‘Lockbox’ so it is
unchecked. A batch must be closed when changing modes of operation. Commingled batches are not
permitted. Refer to Selecting the Processing Mode in the Daily Processing section for more information.

Note: the permission to change modes is limited to those whose role allows them to configure
POS.

Updating Check Verification Database, if applicable.

On the PCC POS main screen, choose ‘Tools’, then ‘Update the Check Verification Database’. The PCC
POS utilizes the check verification database to obtain identified closed and blocked accounts to prevent
acceptance of these checks drawn on these accounts. The Update Check Verification Database option
can be used to obtain more frequent updates of closed and blocked accounts since the last batch
transmission, as well as to obtain a complete download of closed and blocked accounts when a PCC POS
is installed or re-installed.

Authorized users can update the LVD by selecting “Tools’ from the menu on the top of the POS screen,
then selecting ‘Update Check Verification Database’. Only certain authorized users have the ability to
request LVD updates.

‘#Update Local Verification Database |
~LYD Update.

pdate complete!
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About the POS

Help

The *Help’ menu supplies information about the PCC POS software and scanner version as well as a
link to your computer’s system information. Select ‘Help’ from the toolbar on the top of the PCC
POS main screen, then select ‘About PCC POS'.

1. Login to the PCC POS application.

2. Select ‘Help’, and ‘About PCC POS’.

The screen will display the version number for the PCC POS. This information may be requested from
the FRBC or the Treasury for troubleshooting purposes.

‘8 About PCCPOS x|

—Scanner

Control Object Service Object RO ECE000 Senes Scanner
OPOS MICK Aimage Scanner | OPOS MICRAmage Scaner | RO MICH Amage Scanner,
Control Object, € 1998 - 2003 [Service Object, € 1998 -2003|  Morth American Yerzion
ROM Carp. RO Carp.

Yerzion: 1.5.4 Werzion: 1.5.4 \\ Firrmare Wersion: 2.1.97

arning: This computer program iz protected by coperight
laww and international treaties. Unauthonzed reproduction or
diztribution of thiz product, in whale ar in part, may result in

civil and criminal penalties. System Infa... |
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Daily Processing
Step-By-Step User Guide

Access Login

After successful installation and configuration, user can double click the PCC POS desktop icon

PCCPOS

to start the application.
The user will be prompted to enter their ‘Login’ and ‘Password’.

NOTE: Users will be given a ‘login’ and an initial ‘password’ by an authorized user of the SAT
application. Upon initial login, they will be required to change the password.

After the login and password have been entered, select or press ‘Enter’.

& Trcimury-Fapes L b [ omrsam SpslEnn =lE] =]

Plesaiss enter login ard pasmaord ia
Bt Po-OHEak
L |
ol it}
Fras=word: | Bark M
Lancel | oK Chaok oo
A el D
[nge: Pacawosd |
ate Tome:
Flpaza antar BEM L] LR fra k]
mlurt:l ] @ % || Oreper chack commren ... | () Tremnury-Pagar Chask Ca... L AT
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The Main POS window is configured depending on the respective agency’s requirements. In addition to
the user and amount field, an agency may configure the POS window with up to four fields. Fields
proceeded by an asterisk (*) require mandatory input.

NOTE: The user will remain active in this session until the batch is closed or the user logs out,
or if the PC is configured to shutdown automatically after idle for a certain period of time. Also,
the user is linked to all items scanned and all activities attempted, both successful and
unsuccessful. All activities are logged by the user in the activity log and are retained for a
specified number of days configurable by the agency.

For agencies utilizing the Check Verification Database, the user may be prompted to update the
Check Verification database upon login. If the Check Verification database has not been updated within
the agency’s requirements (as determined in the SAT configuration setting), the user is prompted to
update the database. This could occur ifthe user was unable to connect to the Internet or remote location
for an extended period of time.

NOTE: Mobile/remote users should update the Check Verification Database prior to
mobilization by selecting ‘Update Check Verification Database’ from the Tools menu on the
main POS screen.

The Check Verification Database update occurs automatically at batch close, so selecting ‘Yes’ at this
prompt is optional. This will modify your LVD records before processing your activity for this batch.

== Treasury-Paper Check Conversion System .5'; El

The Check Verification database is out of
date.

Would you like tuthe database now?

If you select [Yed, the database will be updated. 1f you select [Nd| the existing check verification
information will be used when processing check data and the following message will be displayed:

=i Treasury-Paper Check Conversion System : 5[

The Check Yerification database is out of
date.

Would you like .-u atabase?
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If you select , an authorized user with permissions to override an update is required to approve the
action by entering their login and password. 1f|Nq is selected, you will receive an error message indicating

that the POS application is not ready and checks cannot be processed. To determine the authorized user
refer to Configure System Roles in the Installation and Configuration section.

i Authorize Yerification Databa x|

Flease enter login and password to
authorize use of old verification database.

Login: |kl

Password:

Cancel | (1] 4

Change Password...

Select the Processing Mode (POS or Accounts Receivable/Lockbox)

The Paper Check Conversion system is able to process checks either through standard Point of Sale (POS)
mode - where an individual is cashing a check or purchasing a good or service in person, or through
Accounts Receivable/Lockbox mode. Accounts Receivable/Lockbox mode is used when the writer of
the check is not present, i.e. when checks are received through the mail as payments.

Not all agencies will utilize both the Accounts Receivable/Lockbox and POS mode. Furthermore, your
site may choose not to use both modes everyday, due to fluctuation in check volume.

The processing mode, either Accounts Receivable/Lockbox or POS, is established by an authorized user

by selecting ‘Mode’, then ‘Lockbox’ from the toolbar on the top of the POS main window. If Lockbox is

checked the application is in Accounts Receivable/Lockbox mode as indicated on the application title bar.
The screen below shows the application operating in Accounts Receivable/Lockbox mode.

‘q Treasury-Paper Check Converzion System [LOCKBOX]
File | Mode Tools Help

Application title

User. ftestagyzpoc bar indicates
Amount: lﬁ Lockbox mode.
Fiald 1 [

Field 2 E

Field 3

Fisld 4 ]

The processing mode can be switched throughout the day, but the POS application requires that any
checks processed prior to the change in processing mode be closed in a batch and transmitted to the
CIRA. A batch can only include one type of processing mode. POS and Accounts
Receivable/Lockbox checks cannot be commingled.
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Type of Check — Business or Personal

The POS application can process both personal and business checks in a single batch. The cashier should
inquire if the check is either a personal or business check. While most business checks are typically larger
in size, business checks can look the same as personal checks. The account owner should be your
determining factor to decide if the check should be classified as personal or business.

If the check is a business check, the operator must select the ‘Business’ box located above the Check
button on the main POS screen. The operator must scan the front and back of business checks and all
checks processed in the Accounts Receivable/Lockbox mode.

B Tivasing P aged Cleeoll Coiveiy o 5 pilem
Fis Mads Trokr sk

U estagyZpoa
Amount |—
Fimld i li

Fiald 2 l_

Faddl ¥ l—

Fieii 4 |_

NOTE: Upon selecting the business check box, the POS application will continue to process
checks as business checks until the box is unchecked. The operator should establish the status
of each check and select the appropriate check type.

If a business check was detected, due to the format of the MICR line, but the business check box was not
selected on the POS screen prior to the scan, the following message appears:

== Treasury-Paper Check Conversion System 3 ﬂ

Expecting a PERSONAL check but detected a
BUSINESS check.

Do you want to process as a PERSONAL check?

Select [N if a business check is being processed, or if you are processing a personal check.

A similar message appears if processing in business check mode, but a personal check was detected.

Daily Processing - 6



Daily Processing Step-By-Step User Guide

Process a Check

Checks that should not be processed through PCC
The following types of checks should NOT be processed through PCC:

DO NOT accept checks that do not have a check number. These checks cannot be processed
due to Treasury and NACHA (National Automated Clearing House Association) rules. An
example could be temporary checks issued for new checking account customers.

US Treasury Checks

Third-party checks

Credit card checks

Obligations of a financial institution, including but not limited to traveler’s checks, cashier’s
checks, official checks, or money orders

Checks that state “DO NOT ACH”, “NOT FOR ACH/EFT USE”, or words to that effect
Checks drawn on state or local government including state warrants

Checks payable in a medium other than the United States currency

Checks drawn on foreign (non-U.S. financial institution) checking accounts

Payroll checks

NOTE: The above items may be processed through the same paper channels you used prior to
PCC.

NOTE: Apply any necessary stamps in a location that does not interfere with the dollar amount
or the signature. Since you will not be depositing PCC items at your bank, there is no need to
stamp “For Deposit Only”” on the back of the check.
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Scanning a Check

For business checks and checks processed in Accounts Receivable/Lockbox mode, the operator
will be alerted to scan both the front and back of the check.

The bottom of the PCC POS screen will display, ‘Please press enter to begin’. Once the ‘Enter’ key is
pressed, the scanner light will turn green, indicating that the scanner is ready to accept a check/coupon.
The bottom of the PCC POS screen will then display ‘Scan front of Check’.

»

L |

W

1. Asingle beep will sound indicating a check has been scanned successfully.

NOTE: Ifatriple beep occurs, cancel and process check again.

Scanner Light Color Indicates
GREEN Scannerlls (eady to accept a check and
capture its image
Scanner is in standby mode, not ready to

AMBER
accept a check
Unable to read check image. Cancel and
BLINKING RED try again, possibly with another check.

Make sure that the check is inserted
correctly.

There is a problem with the scanner.
CONSTANTRED | Cancel the transaction and retry. See
section in Troubleshooting.

NOTE: For more detailed information regarding the scanner, such as scanner ports, scanning
checks, cleaning the scanner, etc., refer to the RDM scanner documentation in the Appendix.

2. The application will show a status bar on the bottom of the POS screen indicating the capture of the
image. Once the capture is complete, the image will appear on the screen.
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3. Ensure that the entire check image is visible on the screen and the dollar amount must be legible. (A
check may successfully scan even though the item was folded going into the device.) If the image is

not legible, click ‘Cancel’

and re-scan the check.

If this is a business check or the PCC POS is in the Lockbox mode, the bottom of the screen will

display, ‘Scan back of check’.

2

lui= Took Halb

Tzazup P aper Check Comrmizon Spatem

e Im
Amount
Field 1 |7
*Figld 2: |' 1
Field 3
Fisld 4 | T
1R SR WRAT HLS i COLDR ED/EACHIR DU, VOIS PANTO0RAPHIHD MICADPINTHE.THE REVERSE LDE HE IS 5 AR WATERNARIG,
i Y oTpaumMoeumach T ek Pty -
& . TR 72
i ! Bank Wo.  MZITHES
LT i} Ciala B2 :
j ogese  GUPRCTG TestCheck £ 234m9 ! R MO
! TV O HLNORE- TR TY-FOLIR AND B0 " - * == e erreasstitianas BELLARS. j Arccousk oo IETHEET
| z i Dhate Tome
| GFCT Tewl Chack i
SIEMETURF T RECLRED :
:i—__uu-—rmhhwwm E
Vom0 =y Rk i g
MO, 2 05, GEE LILGTZRATE® OO72
Pierse enter Faeld 4 ] T hEand

5. After the check has been scanned, the cursor will be active on the ‘Check Amount’ field. Enter in the
amount as found on the image displayed in the lower portion of the screen and press Enter.

NOTE: Only numbers need input. For example, entering in 1290 would equal $12.90, and 56321

would be equal to $563.21.

NOTE: Be sure to verify the check dollar amount input into the POS to the actual check. Ifan
incorrect amount is entered and the customer has left, there is no way to alter the amount of the
check and it cannot be voided and reentered since the check is not available to scan again. To
correct prior to closing the batch, have the customer come back, void the incorrect item in the
POS, and process the correct transaction. If the batch has already been closed, notify the Federal
Reserve Bank of Cleveland to help in resolving the problem. Refer to the Troubleshooting
section for more information.
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NOTE: The PCC POS application does not utilize the mouse and touchpad. When entering
information into the data entry fields, use only the ENTER key to move from field to field.
Using the mouse and/or touchpad can lead to data entry errors.

Enter the information in the agency specific fields, then press ‘Enter’. All fields which contain an asterisk
(*) are required agency specific fields configured for a specific character or numeric value. The transaction
will not be completed if these fields are left blank. The operator should complete all fields using
information submitted with the check; i.e. bill, form number, period being paid, etc. to facilitate the
agency’s internal processing.

6.

Once all the configurable field information is entered, please verify that the Check Amount and
configurable field information are correct, prior to pressing Enter to process the transaction.

Select ‘Enter’. The check is processed and the following additional information displays:
IRN (Unique Transaction D)
Bank Number
Check Number
Account Number
Date-Time

:;.:';"'-Tleasuly-Papel Check Conversion System
File fode Tool: Help

Lheck

User: Festagchashl
Amount; I $234.890
*Field 1: |n301234aq

Void

Batch Lk

*Field 2: I
i oM Batch Close
Field 3 city

LCancel

Field 4 |02/02|

View Log

Close

UEAHEE

JHE INSTRUMENY:HAS & COLORED BACKEROUND, OID FANTOGRAPH AND WICROPRINTING.FHE REVERSE SIDE SNCLUDES AN ARTIFHAL WATERMARIGY,

© T tdNORMALACH - CheckPrasenter - - - : !
: G S Otigal ABA DAIOSIER T L - it
Gmnr?al Accoum V118726578 . 72 12031110000001 08331
: Bank No.: (042105468

‘ " Dale____bit8izOM :
crotner GP"C'C Test Check s 2480 g
TWO-HUNDRED-THIRTY-FOUR AND BG/100* * ****4*+¥oesssiiisasss  ooars el el

i . : Date Time:

G'P*C*C Tes! Check

SIGNATURE NOT REGUIRED
T Your dapaahier har thig paryrand i
H % Pryws 0 ROH you RiHTiam o4 panmand of thia ool
ek 0 Cudnant S b el ity b B eredol of payes,
L] o Dy puyca's bk,
S . e 4! 1 AUTHORIZID 5 iGHATURE
\_meme . e o i oot /

0L 210SLEBY  LA4BP2EG7AM 0072

| Please enter Field 4 | o |#mr2002

iaSlaﬂ”J m I ﬁ |J|®Tleasuw-Fapm Chec... |%5(ﬂ5’ EOH%@%‘ 457 PM
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8. Select ‘Enter’. The transaction is now complete. After 15-30 seconds the screen will clear for the
next check.

9. Select the button or press ‘Enter’ to go to processing the next check immediately.

10. Each check that is processed must be stamped with “VOID — Electronically Processed’ after the
transaction is complete and the check has been scanned. Checks must be given back to the person
with their cash if processed in person. If processed in the Accounts Receivable/Lockbox mode,
checks must be destroyed within14 days, according to the Agency Participation Agreement and rules
governing lockbox.

Using the Yes/No Keypad
(See Installation and Configuration for instructions on activating/deactivating the Yes/No Keypad)

For agency’s using the optional Yes/No Keypad, the customer will be requested to verify the dollar
amountusing the Yes/No keypad. After the check is scanned and check information is entered, the
application bar on the bottom of the POS screen will indicate that customer validation is needed.

@ soe LF
G2
LS o ek
T T HH:
e K11 pat =n. e
Pk ey ot T — Bank Mo 410057
5 AN T
Fa¥ i TRk Ho- 1146
T ) S —
ey T T I Avcos e S0
W |||||||||||||||||||||||||||||||||||||||| L1, ! I A RN S
fJ‘;MTL':‘E::’“.IM:u"‘-h P
e T
21 an i il b e S
ke i
P - P
LOB3OL LATOG559% SALDEY LiLE
= MEAT
Curtym e validafon. Wiiting foe cusbomer 8

If the customer does not validate the transaction using the Yes/No Keypad after a short period of time,
the following message appears:

There was no response from the keypad.

Would you like to cancel the transaction?

Yes Mo |

Select [Nd to proceed, and give the customer more time to take action, or[Yeq to cancel the transaction.

On the Keypad, the customer should press the ‘green’ key to approve the amount or the ‘red’ key to
decline the amount. The Yes/No Keypad is not available while in Accounts Receivable/Lockbox mode
since the customer is not present to approve the transaction amount.
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If the customer approves the transaction by pressing the ‘green’ key, the following message appears.
Select|OK]. The transaction is complete, then the screen clears for the next check.

=i Treasury-Paper Check Conversion System ﬂ

@ Confirmed

Customer has confirmed the transaction.

If the customer declines the transaction by pressing the ‘red’ key, the following message appears. Select
@. The transaction will be cancelled, then the screen clears for the next check.

== Treasury-Paper Check Conversion System 5[

@ Cancelled

Customer has cancelled the transaction.

Check Verification Process

Blocked Item

If the agency and or location utilizes the check verification database, the cashier will receive notification if
there is a problem on the account or with the agency’s specified verification field. If the presented check is
drawn on an account or verification field that has been identified as a red flag, the cashier will receive the
following message:

#i:Check Verification : . X
= Current [tem
S5M w1180
Bank Mumber 041204713
Account Mumber 151150
= Problem [tem
IRM BLOCK-10180
Intil Date 9/9/2089
Capture D ate
Aot $0.00
Reazon [Mone]
Comments Block Example

Print | Overmde | Cloze

An authorized person at the location can override a blocked message by selecting [Override.
(Note: When an override of ablocked item is performed in the POS, the override is a temporary,
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one-time event. The item will remain block in the MV D unless an authorized person clears the
item if the MV D). The authorized person can access the MVD as discussed in the MVD section
to research the history of the related account. If you are not an authorized user, the following

message will appear.

‘% Override Check Denial L x|

Flease enter login and password to
authorize accepting the check,

Login: ||

Fasswaord: I

Cancel oK

Change Razsword.

As part of the override process, the approving party will need to add a comment as to why the
check was approved for processing.

=4 Treasury-Paper Check Conversion System il

You must enter comments concerning the
override request.

Bank error.

Ok Cancel

The authorized person then receives a message that the blocked check was successfully
overridden as shown below.

== Treasury-Paper Check Conversion System 5[

Override blocked check
[111201500246300001270].

Successful.

Suspend Item

If the agency and or location utilize the check verification database, the cashier will receive
notification if there has been negative return(s) received previously on either the account or the
agency’s specified verification field. Based upon the location’s policy, the number of returns will
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impact the suspension period. If the presented check is drawn on an account or verification field
that has negative return items, the cashier will receive the following message:

E Check Yerification |
r— Current [tem
55N w154
Bank Humber 041204713
Account Mumber - 505154
— Problem [tem
IR 111201 50024E8300000903
Until D ate TAT2002
Capture Date 74112002
Arnaunt $7.154.00
Reason Insufficient Funds
Cornrnets [Mone]

Print | Dverride Close

To determine where the return file originated, the cashier or person with the return will require
assistance from an authorized user who has researching access to the MVD (i.e. research the site
where the return originated).

An authorized person at the location can override a suspend message by selecting [Overridd. The
authorized person can access the MV D as discussed in MVD section to research the history of the
related account. If you are not an authorized user, the following message will appear.

‘8 Override Check Denial x|

Flease enter login and password to
authorize accepting the check.

Login: ||

Fassword: I

Cancel | (1] &

Change Password...

As part of the override process the approving party will need to add a comment as to why the
check was approved for processing.
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=i Treasury-Paper Check Conversion System 5[

You must enter comments concerning the
override request.

Suspension period close to completion.

Ok Cancel

The authorized person then receives a message that the blocked check was successfully
overridden.

Deny Item

If the agency or location utilizes the check verification database, the cashier will receive notification if the
number of allowable negative returns has been exceeded or if a negative return on a closed account has
been received. Based upon the location’s policy, the number of allowable negative returns will impact how
rapidly an account moves to a deny status. If the presented check is drawn on an account or verification
field that has exceeded the allowable negative return policy, the cashier will receive the following message:

{8 Check Verification . x|
— Current Item

55N w1174

B ank Mumber 041204713

Account Humber a05174
— Prablem [kem

IRM 111201 500246300000844

Until Drate 9/8/2099

Capture Date 7AR2002

Arnount $5.174.00

Reason Imzufficient Funds

Comments [Mone]

Print | DOverride Close

An authorized person at the location can override the deny message, except for instances where the
account has been closed, by selecting[Overridd. The authorized person can access the MVD as discussed
in MVD section to research the history of the related account. An account is tracked by the agency’s first
required configurable field.

If you are not an authorized user, the following message will appear.
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‘8 Override Check Denial x|

Flease enter login and passward to
authorize accepting the check,

Login: ||

Fassword: I

LCancel | (1]

[Change Password. .

As part of the override process the approving party will need to add a comment as to why the
check was approved for processing.

= Treasury-Paper Check Conversion System i ﬂ

You must enter comments concerning the
override request.

Bank error.

Dk LCancel

The authorized person then receives a message that the blocked check was successfully overridden.
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How to Cancel a Check

While processing a check, prior to pressing Enter after inputting the configurable fields, it is possible to
cancel a transaction by selecting [Cancel

If the check has already been assigned a transaction number as found in the bottom of the screen, it has
been entered into a batch, and can no longer be cancelled. Please refer to How to \oid a Check.

How to VVoid a Check

ONLY TRANSACTIONS THAT HAVE BEEN COMPLETED AND HAVE NOT BEEN
TRANSMITTED CAN BE VOIDED.

Transactions may need to be voided for various reasons. Once checks have been entered into the
application and the batch has not been closed, a user may find the need to void a check. This may occur if
an item is duplicated or if the check writer requests that a previously entered check not be processed.

The void feature can be initiated by the operator; however, supervisory users will need to approve or
complete the transaction with a description on why the item was voided.

To void a check:

1. In order to void the completed transaction, the check writer must provide the cashier with the
physical check that was scanned. Any item that is voided must be printed first. Refer to Viewing
and Printing Checks. The printed check must be given to the supervisory user for a signature prior
to voiding the item.

2. Once the check image is printed and signed by the supervisory user, select from the main
POS screen. A “Void Check’ window will appear with a list of checks that have been entered.
Items that have not been transmitted will appear on the screen.

3. The operator will select or click on the check that needs to be voided.

4. If funds have already been given to a customer, the funds must be returned to the cashier when
a check is voided. The cashier must stamp or write on the physical check with ‘VOID: Non-
negotiated item’. The cashier can return the check to the person.

5. Once the check has been selected, the user must click on [Void,

6. A confirmation window will appear asking you ‘Are you sure?’

7. Ifyou select ‘Yes’, an authorized user’s login and password may be required to approve the void.
The authorized user will be prompted to enter comments regarding the void request.

8. A confirmation window appears stating the ‘Void’ process was successful. Once the item is
voided it will remain both in the void and batch list marked with a status ‘Void'.
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'._;ﬂ':':'d'uid Check

.I':'l. ] |r|:|'-,-'Ee|:| s
gharon b 1203714500203:300000033 Approved | 2003-08-11 13:.05:44 F1.17.00 041213753 333405
4 | i
Count Armount
gy O lapproved 2 4225600
AL 1L U e LR Ao f $|:||:|E|
TE et —— Totals o $2.256.00
_OME-THOLEAMT BHE HUNCAEZ-THRTY-HINE GHD QY JG* T* 2 7=st ran s sawannnnnruamerananss  Fuijy 4P
Comn mer 5 EMA L, Al KT HECY L 1
T_Jujq)l?_lfn_‘llm udl u.u_ﬁljrl‘ $.;\' 3-:-'5-::'."9'.'-3':.".'”.-.
Tas: Agancy | I|'?t.‘iamlﬂ;::u;l:.liﬂu|I;~:|n.|-_,-u.m.--._-||:'r>-.m
D.'lIIITIEI:d:::: [TLTIN RS RRyT B5 ] Do) Ir momisd Ly oa, IR s
G ot Duin deteA : SR Void
vUL e 234l H5ARTT0r WDL0
Done

9. Ifyou select ‘No’, the window closes and returns you to the ‘Void Check’ batch list.
10. Once you have finished, select [Doneg. This will close the Void window and the Main Window
becomes active again.

Voiding a check results in an event noted in the activity log, indicating that a particular check has been
voided. Voided items are not transmitted to the Central Image and Retrieval Archive (CIRA) for long-
term storage. O nly approved items are transmitted.
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How to View & Print a Batch List

A Batch List is the list of all transactions that have been processed by the POS, but not yet sent on to
CIRA for further processing. The Batch Close process collects the information for all transactions and
transmits them to the CIRA for further processing. The batch list must be printed during the batch close
Process.

To view a current ‘Batch List’ you must select|Batch List on the Main POS Window. This window allows
a user to scroll through and view each item. An authorized user may view the batch list at any time during
an open session.

The batch list can be sorted according to specific column data, by double clicking the preferred column
heading.

The summary box to the right of the check image indicates the following:
Approved — Successful check transaction
Void — Voided checks
Total — Total ‘approved’ amount

% Batch List
sharn Aopioved | 20020017 120251 1130900 | 041213759
sharonb | 120314500209300000089 fpproved | 2003-0811 130544 $1,117.00 041213759 938405
4« ol
Court Arnount
™0 lapproved 2 $2.25600
AL Sy . G Lotz Wit 0 $0.00
TETE et SR Totals 2 42 256.00
OME-THOL£AMT ONE HUNDAES-THIRTY-MINE GHD QI IQG" 7@ T@xt ton s aerannnenrrenenranranen
SRS Print Check
Tic Anznc, |
et
Bt i 4104 : A Print List
GUL 2P WAL LOLO
Done

Users are presented with the ability to print the selected check or the entire list of all items in the batch. To
print the Batch List, select from the Batch List window.
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A preview window will appear in which you can view, zoom, page scroll, and print the Batch List.

ElPreview Batch List — (=] =]

Ctr_ﬁq“ssz | gg I'I_ofl'l_

L
Citl 1B

-
CEr]

=5

Chrl4E

=
Celp | chiis

Pagel

Batch List
Batch: 0ZF0F367-7T0CH- 469 6-98 B3 - 589 35EE945F9
Date: 2003-08-11 15:20:31
AL C: 0099000500
Mode: P03
Printed By: sharonh

Items for cashier: sharonb

IRN Date Time BankNe. | AccouniNo. |CheckNo. | Amount Configurable Fields
& | 120314500209300000087 | 2003-08-11 13:02:51 | 041213759 | 995405 1040 $1,139.00 | 33N 666772352
A | 120314500209300000089 | 2003-08-11 13:05:44 | 041213759 | 098405 1018 $1,117.00 | S5 444772877
Grand Total: Count: 2 Amount: $2,256 .00
Batch Totals
Count Amount
Approved 2 $2,256.00
Void 0 $0.00
Totals 2 $2,256.00

-
4 »

iastart”J m r-] @ |J eTreasury-Paper Check Cn...l @?dnatch list - Paint | eﬁatch List | 5%‘@ .21 PM

NOTE: The Batch List header only appears on the first page of the printout.

Batches can consist of more than one cashier or POS operator, but not of more than one processing
mode. If a batch includes checks processed by more than one cashier, each cashier’s items will appear on
separate pages with that cashier subtotal count and dollar amount. A total count and dollar amount for all
cashiers appears on the last page of batch list.

To print the ‘Batch List’, select the printer icon at the top left corner. Once complete, the application
returns to the ‘Batch List’ window.

Select when you are finished.

Refer to Appendix A — Sample Reports, for more information on Batch List.
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How to View & Print Checks

Should there be any question on a certain check that has not yet been sent to the archive, the cashier is
able to view and print the image of a check from the POS application batch list. Check images are
available online from the CIRA web site after the batch is closed by authorized personnel. See the CIRA
section for instructions.

To view checks in the current batch (that has not yet been closed) , select the [Batch List| on the Main POS
Window. This option presents a window to scroll through and view each check.

To print acheck, select the check to be printed, then select |Print Check.

A preview window will appear, providing the ability to view, zoom, page scroll, and print the check and
check information.

I =l =i
E e M ot HE R Bl - e«
[F ] 3 N . '
rept B
::!_E’, Baick: ER7RASKR DT D0 11 TE- LTI B ERIDS
E bt 202 007 00 162130
AL FIR00N
Wiaa: POE ol
Prksmtell By Casch |
|rsu| |I1I-u1.1.u- |IL.|.!.'\G|. |u-mm.]mn.. o |r«.a.;un|.ruu-
| i et | a0 n s o aea (s # -.~_~-|:.-.. IR TE
Frdil 1.0
Pl ]
P4
S e T hes e
| . oue T RS P T~ W0 A YAy - S Fa SF e e i et o ta T aY e
[ e~
P Ta¥ 1]
ol ok iy,
i — e
—_ i = i e T A
0L a FA% s SO0 28" 0421
i _l_I

To print the check, select the printer icon at the top left corner. Once this process is complete, the ‘Batch
List” window will reappear on the screen.

Select when finished.

Batch Close

CASHIER MUST BALANCE BEFORE CLOSING A BATCH. Balance to the list of
transactions accepted for the day or since the last time the batch was closed.

The Batch Close process must be performed when the processing mode is changed, and at either the end
of a day, shift, or when a location desires. Cashiers must balance their activity using the batch list before
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closing and transmitting their batch. Refer to the Troubleshooting section if the batch is transmitted out of
balance.

Select [Batch Close| from Main Window.

Closing a batch will transmit checks to the CIRA site for archive and to begin the electronic processing.
Only items that properly reflect processed transactions should be transmitted to the CIRA.

You are presented with a ‘Batch List’ window and two options: [Close Batch, and [Dond|
Selecting will close the current window and no action is taken.

If Close Batch is selected, a confirmation window will appear showing the number of items in the batch
and a question stating ‘Are you sure?

& :Close Batch B _ | i
Ea&hi...l IRM | Status | Date Time | Amu:uuntl Bank Mo. | Account Ma. L
jolly ko, 120314500203:300000033 Approved  2003-08-11 15:25:19 $1.123.00 041213753 338405
tharon b 120314500203300000087 Approved  2003-08-11 13.02:51 $1.1353.00 041213753 938405 |
gharon b 120314500203:300000039 bApproved | 2003-08-11 1305044 $1.117.00 | 041213753 338405 |

]
)
]
x
(23 Close batch [3 checks]
g Are you sure? 2
......................................... t Aml:lunt
. Yes | No | $3,373.00
: ' $0.00
fE e TH8l hgory | Totals 3 $3.379.00
OHE-TACLIS AR CHES LIRS ACO-TAENT-THREE Ah HIK{TIA ~ =0 = o saramramaraataiotiatiat,
[ LM
Tishl A ranzy
[BIRSE TR
B0 .
Gewlad Sha ey T oo oy o Cloze Batch
123L12LITRAE RAGRLASE LNAkL
Done

Selecting |Ng will bring you back to the previous window.

Selecting will then display the print window, where the user must click on the printer icon to print the
batch list.

NOTE: The batch list contains approve d and voided items.
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Selecting the printer icon will start the secure transmission process. Confirm that the Batch List was

printed by selecting[Yeq or [Nd.

= Treasury-Paper Check Conversion Syst x|

@ Please confirm Batch List was Printed.

Continue?

NOTE: The batch will not close unless the user acknowledges that the batch is printed. If the
user responds with even if the batch did not print, the batch will close and there will not be a
printed record of the batch. If the user experiences difficulty in closing the batch, please refer to
the Troubleshooting section.

NOTE: Any checks processed after an unsuccessful ‘Batch Close’ will be added to the current
batch until the Batch Close process is successfully completed.

The batch begins transmitting/archiving to the CIRA. On successful completion the batch list will be
deleted and you will have to select . A message may then appear indicating the activity log was
successfully cleaned. Select [Close].

If the agency utilizes the Check Verification Database, the LVD is automatically updated during the batch
close. Once a batch has been closed successfully, the current session ends and the application will delete
expired LVD records and new LVD records are received. Select [Close]

At this point the user will be prompted to login to the POS to begin a new session, or cancel to exit the
POS. The Login window appears automatically.

If batch transmission was unsuccessful then the ‘Batch List’ will be saved on the POS. The inability to
close a batch may be due to a variety of reasons, including connectivity problems. If an error message is
received, print or note the error message. The error message will also display on the activity log. Select
. At the next login, a message will appear indicating that the “Batch has not been transmitted”.
Select [Yeq to transmit the batch to the CIRA, if you have connectivity. Select [NOJ if the batch should not
be transmitted to the CIRA.

NOTE: Currently, anything received before 9:30 p.m. EST will be reflected on the next day’s deposit SF215.
Batches should be closed and transmitted on the same business day the activity occurred.

NOTE: If any error messages are obtained during any of the batch close process, the error message (and detail if available)
should be copied for troubleshooting and incident reporting.
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POS System Activity Log

The activity log is a listing of all actions, including transactions performed on the POS application. The
log reflects all logons, log offs, checks processed with their unique 1D, annotates voided and cancelled
checks. The activity log will also show when a batch has been successfully closed. A sample activity log is
found in Appendix A. An authorized user may view the log at any time.

Select from the main POS screen. When viewing the activity log, select the appropriate event
types and modules, or all settings should be checked to capture all system activity. Enter the desired date
range to view the log.

Similar to the SAT log, the POS log consists of Event types, Modules, Location, and Username.
A listing of events and the detail for each event is available according to the date selection.

A user may also print this log for various reasons. The activity log should be printed prior to new
installation and on a monthly basis or as required by the agency.
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&l x]
%ﬁ’ l Eros = [| Mondey sug 1 z00i =
HEnx Hun | o
B st st L |
il inh Pl S — o [ Mendeyaug 112003 3]
[ Gave Tine [cdis [ Descipior =
ULIZ0GEERT1 152958 FOS Fintirg
MLIZOR0ET 1T2R02 FOS Frinsing
(12000211 152656 POS Fintny
(IF00R0S11 152642 FOS Frinfing
(20030817 152619 POS Fiinfirg [
(L1201 152800 POS Franng
LEMGET1 153532 UD Store item.
000817 152505 LaM Legn
(WIZ00G0E11 152688 LM sk, Ptz v
1;{.';,‘-213::6324‘- 152658 LA Logoud
(12000211 152681 POS Pty
(IZ0GERTT 1R0735 LA Logm
13515 LM Logoud
1143846 POS Sustenn Ermot
L Shire dem
11x0x1a  UD Shore e
T1x023  UD Cieale batch
T1E0238 LA Legm
112023 L&l Lirnit b fnishony.
113023 UD Dbl batch
1130228 UD Trerwmi haich
1 13010 iin Db mmede wne

| | Dietals

|| [Store mathad waz succasstil
UserMame: sheson b
UserD : {89161 FAC-C5? C-4CDE-AA34-FEZECTOED 26}

Ly Mame
sl:‘mh Fr 1203 450020300 00003
Mode: FOS
Mstart| | I B | ﬂTrump-Pmﬂmhl’_u...l #]5ckss batch - Paink ”vﬂiyitcm Activity Log 5-!,,,:‘5 mEIEm

POS System Activity Logging consists of several sections:
Event Types — Types of events logged for viewing.
Modules — Configurable selections.
LAM — administrator; POS — Point of Sale;
FTX — file transfer from POS to CIRA; LID — batch activity
Date Criteria — User configurable date criteria selection.
Listing — An event listing of selected modules by date.
Print — Ability to print the activity log.

To view information about an event, highlight the desired event. A detailed description of the
selected event displays in the Detail section (scroll down), the ALC+2 displays in the Location
section, and the user logged in during the event displays in the User Name section at the bottom of
the screen.
The log should be printed prior to a new installation. It is also recommended that the log be printed
periodically each month. To print the activity log:

1. Select the event types and modules desired.

2. Enter the date range.

3. Select [Print
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Logging out of the POS Application
To log out of the application, select ‘File’ from the menu at the top of the main POS screen.

Select ‘logout’. The logon box appears. This enables another user to logon without exiting the application
completely. If a cashier logs out of the application without closing a batch, the cashier will be reminded
that the batch is still open. To logout completely, select to the prompt, ‘Logout Point-of-Sale’?

= Treasury-Paper Check Conversion System 5[

2 Logout Point-Of-Sale

3 checks have been detected in the current batch.
Are you sure?

Exiting the POS Application

To exit the application:
Select ‘File’ from the menu at the top of the screen.
1. Select[Exif. A confirmation window will appear.

2. Selecting will exit the application and return the user to the Desktop.

3. Selecting [Nd will return the user to the previous screen.

If a cashier exits the application without closing a batch, the cashier will be reminded that the batch is still
open. Selecting will allow the cashier to exit anyway. Selecting [Ng| will allow the cashier to stay
within the application in order to transmit the batch.

=i Treasury-Paper Check Conversion System EI

@) Exit Point-Of-Sale

3 checks have been detected in the current batch.
Are you sure?

Daily Processing - 26



Daily Processing Step-By-Step User Guide

The application can also be exited by clicking the ‘close’ button, |[X| at the upper right of the screen. A
confirmation window will appear prompting, ‘Exit Point-Of-Sale’.

1. Selecting[Yeq will exit the application and return the user to the Desktop.

2. Selecting [Ng will return the user to the previous screen.

If the cashier chooses to exit without transmitting a batch, the next cashier that signs on will be prompted
whether or not to continue with the batch. If the operator or cashier selects [Yes], the POS will allow the
cashier to add additional items to this batch. If the cashier or operator selects [Nd, the operator will be
prompted to close the batch. Select [OK] to start the close batch/transmission process or select

NOTE: Voided items are counted as batch items.

If is selected, the Close Batch window appears, enabling the operator or cashier to close the batch
before processing additional checks.
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Master Verification Database (MVD) &
Central Image Research Archive (CIRA)

What is the Master Verification Database?

The Master Verification Database (MVD) is a central component of the Verification system. It provides
the Point Of Sale (POS) system information to ensure a presented check is acceptable. The MVD isa
“negative” database containing “return” information on checks and accounts that have failed to clear in a
previous PCC transaction attempt, and “blocked” accounts/routing numbers or individuals that have
been identified where future transactions are not desired. The essence of this service is to advise the POS
operator that the presented item has had a prior transaction returned. This information can be used to
determine whether or not the transaction should be completed on the POS equipment. The following
diagram offers a high level view of the entire system.

(m]
: _f.‘ Pairt of Sals FC

Yerification
update records
over Hitps

Returned tranzaction status
recaords via ValCert

@ FRBC/

Location
Mot

Transaction recaords
via ValiCert

FRBC
Operations

WWDUCIR A, Server

Check transactions are processed at the point-of-sale and sent to the MVD/CIRA.

Check transaction data is sent from the MVD/CIRA to the FRBC operations

The negative returns on check transactions are sent from the FRBC operations to the MVD/CIRA.

Verification record is completed with information from original payment transaction.

FRBC or Location Management submits blocked records to the Verification Server.

Periodically, the POS System requests an update from the Verification Server to keep the POS System’s local verification
database up-to-date.

7. When subsequent checks are processed at the point-of-sale, the routing number/account and the agency’s required configurable
field (SSN, drivers license, etc.) information is validated against the verification database.

ISEAENCANS
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How Does the MVVD Work?

Verification records originate from returns of previous processed payments originated through the PCC
system, as well as manually entered records (i.e. block record). A subset of the MVD, based on requesting
location and defined configurable filter parameters, is forwarded to the local field POS application. This
subset is known as the Local Verification Database (LVD). Blocked data is entered manually by an
authorized person from a site, a region, an agency, or even the FRB. The transactional and blocked
information is distributed to a POS based upon the site’s position in the agency’s hierarchy and upon an
agency’s policy. By default a location will receive all blocked records created at the location, all blocked
records of the location’s subordinate sites, all blocked records created at all direct ancestors above the
location, and any blocked records from any location and their subordinates in the requesting location’s
location group.

In regards to transactional records, the location will only receive their own records and any transactional
records originating at or below all locations, as well as any location and their subordinates included in the
requesting location’s Location Group. Upon processing a check, the POS application queries this
information, known as the Local Verification Database or (“LVD?), for known negative payment history
each time selected MICR information is read by the scanner.

What is Included in a Location’s Policy?

A location’s policy is based upon the agency overall program or policy to ensure a consistent
application of an agency-wide check verification including returned reason codes, suspension
periods, and the inclusion of expired items. As part of the agency’s participation in the PCC
program, the agency’s central finance office provides the FRBC, via the Agency Site Profile (ASP),
with a listing of return reason codes relevant to the agency, including:

Number of returns permissible by the agency,

Length of time for each suspension period.

This information is applied consistently across all locations for an agency’s program.

The final piece of information required in a location’s policy is what other locations are included in a
location’s LVD, known as the “location group”. The location group typically includes locations from the
hierarchy of respective location’s agency, as well as, locations from another agency’s hierarchy that may be
in close proximity or service similar customers.

The location’s policy is established during the set-up of a location in the MVD system. FRBC will
administer the set-up of all locations based on the agency’s and the location’s Agency Site Profile
(ASP). For the current version of the MVD, FRBC will administer all edits or modifications to a

location, including the location’s policy.

MVD/CIRA - 5



MVD/CIRA

What Is CIRA

The CIRA contains an archive of all checks processed by participating agencies and locations of the PCC
program. The archived batches originate from multiple POS applications deployed at various locations.
During the Batch Close process, transactions are transmitted to the CIRA site and are available for
viewing after twenty minutes. (Volume and system activity will affect the amount of time it will take to
view your batch in the CIRA.) Authorized users can perform searches and view groups or specific checks
that have been archived. Access to the CIRA is limited to authorized users due to the confidential nature
of the items. For more information on CIRA, refer to Using the CIRA further in this section.

Accessing the MVD/CIRA

NOTE: The following procedures were written for Internet Explorer 6.0 (or higher), which is the
recommended browser. If you are using Netscape 6.2 (or higher), the screens may look slightly
different. Contact FRBC customer service with any questions at 216 -579-2112 or 800-624-1373.

Login
Start your Internet browser (Netscape® 6.2 or Internet Explorer 6.0° or higher) and connect to the secure

MVD/CIRA web address at https.//www.mvd.gov or https.//www.cira.gov . The following login
appears when either URL is used:

o weicome o the 1LS, Tresswry Baper (herk Casvercan - Relscage B |
Fie B8 Ves G0 Conwanosine Help

1 + A % =2 @ o @ @ H
Bk Aeloped  Hoes  Seach  Hemosos  Prink By Shon
| wl Bodkraada b Matnle hepe /e mw povirnrappevebepr L ogn g :‘!r';"»mnm

L&, Treasury
Pagei Check Conversion

Walporwnl Finey ardnrpny Upp Herwg aod Famsa ot

Lagin M Pt

0 i
Ebgsgs yyon & gppen o

WARRM I
s U RN a8 R L GAHE s Bk Tk, a o e B e w8 i R aaerian i -, The
o ek W MR B o e B e A Ft AN I e I e W B are e
sorgtiy iy cunpnk tn rh mordaieg 4 0d skt Unpotheiznd stiamplty b aplopd ivkamsinn ol 1 or chiege
------------------------------------------------------------------------ ke
et i Tt and Tille 160U 5.0 S an 100 and 22K

Balld Wermsom: Bl ot RECEMHG 12 H PN

&= Banirwenk Core A R
dswan 4 s BESPRPEE=~E83 b | g Yo || e iz Al | | F R @ e maran

‘? Netscape is a registered trademark of Netscape Communications Corporation.
O Internet Explorer is a registered trademark of Microsoft Corporation.
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Enteryour assigned Login Name and Password provided by FRBC in the boxes and then select@ to
login. Only authorized users can gain access to the web application. Select to clear the login and

password fields. You may also change your password on this screen by selecting the
IChange your Password link.

Password Administration

Upon initial login, the MVD/CIRA will require the user to change their password, as shown in the
screen below:

Chiange: Passard Fage
Chiscow a pirewrd that b st lak® chatacho lirg. H may cortaln sunban £ aed uppar ard lamer cam R (5T, 820, batnn apsm. Wake annitia
Aot for wikes ¥ Qress

e e
O —
e

L
Cancel | (6]

The user must enter their User Name and old password, enter the new password twice for validation, then
select|OK]. The password must be a minimum of eight characters, maximum of twenty-two characters,
contain no spaces, and must include a combination of letters and numbers. No special characters should
be used.

If the new password meets the criteria for passwords and has been entered successfully into the
MVD/CIRA, the user will receive the following message:

U5, Traseuny Markr Ve rlicriion O shibas Bion Jul M 174319 EDT 2003

Operatios Snecasshl

Your process was successful
Please choose your nedt operation.
Liggny

Cantunir- Cappight 3G US Tremsuw, Al ighis mmrad, Toine of sm

Select to return to the Main screen, then enter your login and new password to access the
MVD/CIRA.

The MVD/CIRA requires that user’s password be changed every 30 days. Upon reaching the 30" day,
the MVD/CIRA will prompt the user to change their password upon login. The new password must be
different from the previous three passwords that have been used.
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Password Reset/Account Lock

If a user account is locked and a password needs to be reset for the MVD/CIRA, call the FRBC
Customer Service at 800-624-1373, 216-579-2112, or for military personnel, DSN 510-4-2-86824, option
6, option 4. Monday through Friday, from 8:00 am. to 8:00 p.m. ET. An FRBC Information Security
staff member will call the user back, and provide the user with the new password. Note: This does not
include the resetting of your PCC POS password. Only your on-site administrator can reset your
PCC POS password by accessing the PCCSAT (System Administration Tool). Your on-site
administrator can also assist you with your operating system password.

CIRA/MVD Main Screen

Once you have successfully logged in, the MVD/CIRA main screen or “home page” displays. The screen
may look different depending on your login access.

Note: The menu selections are determined by your access levels. Only the permissible menu
options will appear for a user’s logon ID. If there is a missing menu option for a user, that user
does not have access to that option/function.

3 Wirlcomie b the LS. Trosvary Paper Check Conyersion - Micros ofE Intern et Explerer provsdsd by SR8 of Clrsslasel - = ol jl
| e Edt Mem  Preotm o Tack  Hap

| et - o - @ Y| Gt (P | By b Wl - oD | e [k ™

U Treaary Faps: Chack Carasovisn

LS, Treasury
Paper Check Conversion

| Home | [ e [ Locason || werfcasion IE“ muport | [ Logees |
L [5sta] [ | Tarmiral | st |

WAH NN G
os 2k arbareg 0 O¥idal Lndud ekt Srwsnne ok Eyptue, wahich g ba uised only bo) Julfecizad puapssst. The Sasaisms rk nay
Mrahibor aned S Sengs oF LA AT, A M1 e BN Sre Pty Rl 4 Bk of e Dythar sanpsi s anch
....... 3. Uriawibisimed simpic b upiead e i w1 change o thes et gl g arw iy proh Biad and 2w
3ay kot by [ S AR L1 ek Comparie | Frasd s Aikse AR1af 1956 0 Tiike 18 LG, Saa 9001 264 1060,

] o E T

From this screen, the user can access the areas of the MVD/CIRA that are allowed based upon the
permissions established in the role assigned to the user.
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NOTE: In the current version of the MVD/CIRA the Terminal and About options are not
functional.

Administration

Adding a User

To add a user to the MVD/CIRA, complete the Change Request Form in the Appendix and submit
it to the Federal Reserve Bank of Cleveland as indicated on the form. Indicate on the form the level
of access necessary for each user, i.e., if the user should have permission to request reports.

Deleting a User

To delete a user in the MVD/CIRA, send an email to PCC@clev.frb.org, including the user names
that no longer need access for your location. You can also fax a CIRA/MVD change request form
(See Appendix F) to 216-579-2003 or 216-579-2125.

Access Request

The administration of locations, users, and roles are performed by FRBC'’s staff. Please contact FRBC at
800-624-1373, 216-579-2112 or DSN 510-4-2-86824, option 6, option 4. Authorized users can view and
monitor the information as described later in this section. Refer to Viewing Information in the MVD.

Location Management

Authorized users can select |Location| on the main menu to access the Location Management screen.

Depending on your initial agency setup, the location view may not be available. An agency and location’s
policy is critical to understanding the verification process on checks presented at the POS terminal.

The agency’s central financial management office, in coordination with a particular site, will establish the
configurations for the following: relevant types of negative returns; the number of allowable returns; the
length of the suspension period; and the other locations captured in a location’s distributed verification
database. This information will be entered into the MVD/CIRA by the FRBC operation staff in the
location management section of the MVD/CIRA.

To view the location information, select from the Location Management screen, then select ‘Detail
for the specific location. The following information displays:
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Location Management:

Location Guery

Please make your selection:

Location Results

Thu Mar

[ome ][ admin ][ tocation || versfication ][ cxma |[ Report ][ togout |

[Role J[_Account ][ Auckt || Terminal ] About |

Location

Parert Location Ditail Description

|[ query |[ Reset ||| [innnragand

FederalReserve Detail Tast Agenoy 4

Location Name:

Parert:

¥ includeExpiredCounts

Return Reason

| Codes. See
Appendix for

descriptions

0000739501 FederalReserve
Filter Palicy Holder: 0000783501
Description a1
Test Agancy 4 0z \
[a=]
Location Group Group Holder: 0000722501
11
0000720502 .
Suspension
2200000104 1 i}
2 3
0000729504 3 1
Suspension occurrence Suspension
period in

number of days

MVD/CIRA - 10



MVD/CIRA

Location Group

The locations included in a location’s group represents a listing of any locations, outside the requesting
location’s hierarchy that is deemed relevant to include, verification records, and transactional and blocked
records in the LVD for the requesting POS terminal.

Filter

The filter is how the agency specifies the return reason codes relevant to the agency’s program. These
codes represent the numeric codes used in the ACH return processing, which specify the reason for the
return of the transaction. For example, code ‘01’ means Non-Sufficient Funds, ‘02" means the account is
closed, etc. Individual locations may apply additional filters (with FRBC assistance) outside the agency’s
required filter to suit the specific needs of the location.

See the Appendix section for a list of ACH return reason codes.

Suspension

A Suspension level specifies the number of calendar days that an individual will be unable to cash a check
or pay by check and is calculated from the date the system is aware of the return file. The first suspension
level is applied the first time a returned check with the defined return reason code is received into the
MVD. The second suspension level will be applied to the second occurrence of a return when it is
received on the respective account or other agency specified verification field, i.e. Social Security Number,
Loan Account; and so on for the number of suspension levels that are defined for a particular location.
After all the suspension levels have been exceeded, the individual will be denied from cashing a check.

Expired Accounts

The ‘Include E xpired Counts’ flag indicates whether or not previous suspensions that have since expired
(i.e., the individual is no longer suspended) are counted when assessing the suspension level to assign
when the individual writes a check. .

Data Privacy

In addition to the filter, suspension, and location group setting, a location is able to establish their Data
Privacy Policy, which defines the extent that users from other locations are able to view their verification
records. This is accomplished the same way that role definitions are created to impose restrictions on
what a user can view:

Blaczked Fields

Object Hame: Attribute: Capability:
werification Hot Read Only:(y Read & Write: & Black: &
ote
- Read Only:(y Read & Write: ¢ Block: &
LocTag Fead Only: " Read & White: QO Block: &
Ascount Read Only:("y Read & Write: ¢ Block: &

HzerFieldd Read Only: () Read & Write: ¢y Block: )
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Attribute Descriptions:
Note - Notes added to blocked or transactional records
RT - Routing Number
Loc Tag— (Location Tag) Site where record originated
Account — Account number
UserField1 — The first configurable field. While an agency may use more than one configurable field,
only the first configurable field is included in the MVD.

Data Privacy allows the location the ability to control what fields of their verification records can be
viewed by outside users. By default, all fields are set to “Block”. For maximum data privacy, all fields
would be marked as blocked, except Loc (Location) Tag. However, there may be situations where it is
acceptable for outside users to view certain fields of verification records.

Any users at ancestor locations are not affected by this setting. Such users in general have complete
control including edit capability (where applicable) over all fields of verification records originating at
subordinate locations. Users from ancestor locations may be restricted based on their roles.

In establishing the Data Privacy Policy, it should be noted that in a situation where a user’s role imposes
different restrictions on accessing these fields from what is configured in the location detail, the more
restrictive permissions shall apply.

To summarize, using the diagram below, if location F is in location D’s location group then a user at
location D will be able to view verification records originating at locations D, G, H, F, I and J as well as all
Block records originating everywhere except at locations E and B. The data privacy settings established at
location F will control what fields in the verification records the user at location D can see when viewing
records originating at location F only. Separate settings at locations C, I, and J will control how location D
sees records originating from those locations.

Dynamic Records

The status of a dynamic record reflects the policy of the location that processes the check; therefore, the
status of a dynamic record changes according a specific location’s policy. If the trading status of a
dynamic record is changed manually (from D-Denied, D-Suspend to Denied, Suspend, or Clear), the
record is no longer dynamic. The changed record will maintain the manually assigned status and will no
longer reflect any other location’s policy.
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Verification

Verification management gives you access to the individual transaction records in the MVD. Depending
on your permissions, you may be able to view and/or modify the trading status and other parameters of
an existing transaction.

Verification records originate from returns on previous processed payments originated through the PCC
system and manually entered records (i.e. block record). A subset of the MVD, based on requesting
location and defined configurable filter parameters, is forwarded to the local field POS application.
Blocked data is entered manually by an authorized person from a site, a region, an agency, or even the
FRBC. The transactional and blocked information is distributed to a POS based upon the site’s position
in the agency’s hierarchy and upon an agency’s policy. By default a location will receive all blocked
records created at the location, all of the location’s subordinate sites, all blocked records created at all
direct ancestors above the location, and any blocked records from any location in the requesting location’s
location group.

In regards to transactional records, the location will only receive their own records and any transactional
records originating at or below all locations, as well as any location included in the requesting location’s
Location Group. Upon processing a check, the POS application queries this information, known as the
Local Verification Database or (“LVD”), for known negative payment history each time selected MICR
information is read by the scanner.

Status of Verification Record

An individual’s ability to use PCC depends on the status in the system, which is a combination of
the person’s actual returned item history and the requesting site’s policy. The status can be in one of
five possible states:

- Dynamic: The status (D-Denied or D-Suspend) and deny date for each transactional record is
based on the current policy of the requesting location. If the record status is edited, the record is
no longer Dynamic. The changed record will maintain the manually assigned status and will no
longer reflect any other location’s policy.

Clear: Prior restrictions on the individual’s check payments have been removed. Select ‘Clear’ to
reflect no status.

Suspend: Suspend means an individual’s record is set to a predetermined suspension period.
During this time, the POS system will prevent an individual to cash a check through PCC. The
individual’s database record will have a Trading Status of Suspend and the expiration date will be
set until a specific date.

Denied: The expiration date defaults to a maximum date (9/9/2099). Currently upon receipt of a
return, “Account Closed” return reason code (R02), the MVD automatically creates a record
with a Denied status against the transactional record’s account regardless of the location’s policy
or suspension and filters. The Deny status will be applied on any other transactions that can be
linked to the closed account.

Blocked: Indicates a manual entry by authorized persons into the MVD rather than the result of a
failed transaction. If desired, an authorized user can edit the transactional record to a clear status.
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Searching Verification Records
Since the MVD can potentially contain thousands of records, the ability to clearly define a search
will result in better system results. Search results can be defined to limit the amount of data you will
retrieve by entering criteria in the Search window.
- IRN - Unique ‘item reference number’

Userfield1 — Agency’s specific first configurable field

RT — Routing/transit number for the account associated with a transaction

Account — Individual’s account number

Trade Status — Select a specific trade status from the drop down menu (Blocked, Suspend,

Denied, Cleared, Dynamic, All). Refer to Trading Status for further explanation.

Location — Location of requesting user

Capture Date — Ran%e for the ca%ture date

[orre | Bk | Gt | [ Wenication ][ 658 | [ Finpart | Lageast |

) | [ | [k |

Select to search based on any of these criteria. Alternatively you can click to view the latest
Reset

100 records. When Latest is selected, no other search criteria apply. Select |Reset| to clear the search
criteria.

Based on the type of query requested, the MVD provides the appropriate information matching
your criteria. The following screen displays the results when an authorized user requested the

verification records for a Blocked trade status and a sEecified caﬁture date ran%e.

[otoe | [ Fefivin || incamos | [ Vercaten ][ TIRA || Repert || oo |
L [ ] [ | o] [t
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The search results include transactions from the requesting location, subordinate location, and a location
defined in a location group, i.e. site agreeing to share data.

NOTE: Currently the parent’s transaction records are also included in the search results, yet the parent’s transaction records
are not included in the L\/D download unless the parent is included in the location group.

The display is limited to twenty records per page. Use the scroll bar on the right of the Verification List
window to view all 20 records. If there is a result of more than twenty records, select [Next 20 to view the

remaining records, then |Previous 20| to view the previous records.

Print Records

To print all or part of this list, check the boxes to the left of the records you want to print or cIick
@ to print all records displayed on the current screen. Select to deselect items. If there is more than
twenty records, you must select and print the records displayed on each screen separately.

Click [Print] to display the selected items in a printer friendly format.

Thu Mg 01 =3 I208 BEOT 200%

1.8, Tremury Fapai Chadk Cirsumon

| Hones |[ Adnein || Lecobon || Wesficamae | [CIRA || Repoet || Logoue

L won | mocount |[ e || Termina | [ oot |

i
- Bachlist =
A= [Bacist ] [arw] =
- — AL, Bt A e T A i
ek 1 ]:| BLOCK 0GB FTTTTIIRY \OS A6AERE BLOLIET G K00 B00 B BT
12 2 BLOCH 10007 o BRCER B M0 L R e BLOERED SsE 0908 21000 ET
i) ]:I BLOCLE 1000 G G 000 000025 BLOCKED 00008 00 D) ET
st —
Tince Stabar BLOCKED ;J
Lozt oy} 1
f:'. Tnclnda Subormabs Locsiom
Fptir Ik P 2au0 v | Jarusary. |81 =
s e e @y
o [zaaa _‘“""'I' =41 |
(et [ atmat [[ oy |

Select again to print the information. A print dialogue box displays. On the print dialogue box,
select the desired printer and print criteria, then select[Pring|

Select to return to the Verification List screen. If there is more than twenty records, the
screen that you were printing records from displays.

Record Detall

To view the record detail for one or multiple records, check the boxes to the left of the records you want
to view or click to view detail of all the records displayed on the current screen. Select to
deselect items. Click to view the selected record detail. If there is more than twenty records, you
must select the records then select detail on each screen separately.
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The following window appears, when detail is selected:

[ e || lmsin |[ tocatiom |[ vsrificaton ||E||n-|-rt|||.-.mt|

L v [t | [ | [ [t

Bed aid e by agareey 3, WS40, WO03

Only authorized users may edit the record. Refer to Modifying Verification Records.

If you selected more than one record, select at the bottom of the record detail window to view the
detail for the additional record(s).

Select [Previous] to view the previous record(s).

Select |Backlist| to return to the Verification List screen. If there is more than twenty records, the screen
that you were printing records from displays.

[Home || #dwen || Locaton || i |[cama ][ neper |[ wegout |

L (o] [t | (e | (i |
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Modifying Verification Records

NOTE: The record no longer will be Dynamically marked if the trading status of a transaction is
edited from D-Denied or D-Suspend to Suspend, Denied, or Cleared.

The ability to edit a verification record is based upon a user’s role, as well as the location the user is
assigned. That is, a user may be able to view another location’s records, but any users below or outside a
location’s branch are not permitted to modify another location’s verification records.

To modify transactional entries in the MVD, click on the main menu, enter the search
criteria, then select [Queny|. Alternatively you can click [Lates to view the latest 100 records. When Latest
is selected, no other search criteria applies. The Verification List screen displays.

Fri Mo 02 0B 1390 EBT 2003
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=l 0. 00 faidade 35 BLOCKHED pa=-ionil)
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[arzeears e e T T |
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To view details on a particular record, check the box to the left of the record and then click [Detail. The
Verification Detail window for the selected record will be displayed. To modify the details of the selected
transactional record, select the button at the upper right hand corner of the Detail window to access
the transactional record fields.

NOTE: An authorized user can only edit a record for their location or a subordinate location. Therefore, if the user is
viewing other unauthorized location record detail, the Edit button will not display.
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En g odEd b e rep . WER 10, MGG

Once an authorized user selects [Edit, the MVD will provide the following screen with a Verification Info
window:

Home |[ Admin |[ Location |[ Werification |[ CIRA |[ Report |[ Logout

L [Rote ] [“Account |[Audit |[ Terminal | [ About |

Add Block

BLOCK-10011 h ne: 2003-02-26 11:20:30 GMT
542064736 unt: $0.00

2002-00-25

0000545901

IBLDCKED vl

20932-09-09

oo =1

Frver el smuery — =l] v =1] | 9 1
3 [ =

I [Resct | Latest ][ Query |
iR -

-

Block added by agency 3, MIG- =
10, MIG-03

-

Back Reset Confirm

In the Verification Edit window you can change the following:
Trade Status associated with this transaction. The trade status options available on the drop
down will depend on the existing transaction record trade status.
Deny Date, which is the date the current suspension will expire. Available only for non-dynamic

records
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Override the setting that provides a field supervisor the ability to override an existing
suspension. The edit availability depends on the existing transaction record trade status.

Return Reason Code for this transaction
Description for the Return Reason
General comment to the transaction can be added or modified

Click to save your changes, to return to the original settings, and [BacK to return to the
record detail window.

NOTE: Currently if the ‘Latest’ button is used to display record results and you choose to edit a record from that listing, an
error message appears once you confirm the edit. Even though an error message appeared, the change was applied. Select
from the Query window to verify the record changed.

Adding a Blocked Record

If an Agency needsto block a person, account or routing number from going through the
verification database, a form needs to be completed and faxed to the Treasury (FMS) at 202-874-
8644. Thisform is called the *Add Blocked Record Request’ and can be found in Appendix K.
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Viewing Information in the MVD

Viewing Verification Records

In order to protect the privacy of a location’s records included in the MVD, as part of a location’s
management configuration, locations can limit other locations ability to view all or certain data.

To view entries in the MVD, refer to Searching Verification Records as described earlier in this section.

Viewing Locations

Depending on your initial agency setup, the location view may not be available. To view a location,
location hierarchy, or a location detail, the authorized user must query the MVD for their location or
a subordinate location in their hierarchy. Select from the menu to access the query screen
displayed below:

U.S. Treasury Paper Chec 1 Mon Mar 17 08:51:00 EST 2003

Home || Admin || Location || Verification || CIRA || Report || Logout

L [Role |[ Account |[ Audit |[ Terminal |[ About |

Lacation Guery

Please make your szlection:

|[ Query |[ Reset

Enter the desired location’s ALC + 2 (agency’s location code predefined for the PCC program) on
the location query screen, then select the to view the results or to clear the information
as presented in the illustration below:

UL, Treasury Faper Chack Conversion Won Mar 17 08-58-33 EST 2003

[ Home |[ Admin |[ Location |[ verification |[cIra |[ Report |[ Logout

L [role |[ Account |[ Audit |[ Terminal |[ About |

Location Query
Flease make yvour selection:

2300000101 |[Query ][ Reset |

The Location Result window displays:

rEion

U.S. Treasury Paper Check Conw Mon Mar 17 05563

| Home H Admin || Location || Verification H CIRA || Report || Logout

L [Role |[ Account |[ Audit |[ Terminal |[ About |

Location Query

Flease make your seledtion: Location Parent Location Dietail Description
|| Query || Reset

2300000101 CIRA Query Test Lretail Test Agency One

The location named “Test Agency One” was located and the summary record for it appears to the right
of the search box. If the desired location is a parent node in the hierarchy, the name will be a hypertext
link to a listing of subordinate locations. If you leave the location name blark and just select [Queny, the
system will return the record for the requesting user’s location.
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To view the location detail for the user’s respective location, double click on the highlighted location
name, actually the location’s ALC+2, which is “8300000101: Selecting the location will generate a
table showing all the direct child nodes of the location. In this case, the following screen appears:

LS. Treasury Paper Che N hon hdar 1

[Wome ][ Admin ][ Location ]| _Verification ][ cIRA J| Report ]| togout ]

Location Management:

[Rote] [ Account |
Location Parert Location Detail Description

8300000101 CIRA Quens Tast Dietail Test Agency One

8300000102 2200000101 Ceetail Test Agency Two

This example shows that the “Test Agency One” location has one direct descendant, “Test Agency Two”.
If any descendants are themselves parents, their names will appear as hypertext links. The user can click
this name to view the location’s descendent(s), and so on, to view the entire location hierarchy. Locations
that do not have descendents, children or leaf nodes, will appear in the list as a simple name, not a
hypertext link, as illustrated for “Test Agency Two”.

By selecting the Parent Location hyperlink from the Location Result window, a detail window
displays all the descendents of that parent location and indicates the Parent of that location, which in
the example below is “Federal Reserve”.

U.S. Treasury Faper Che an Mon har 17 09:04:58 EST 2003

[ome ][ Adnin |[ tocation || versfication |[c1va |[ Report |[ Logout |

Location Management:

[Role |[_ccount |[ Avde ][ Tarminal ][ abou |

Location Parert Location Detail De=scription

CIRA Query Test FederalResense Cretail CIRA Query Regression Test Locations
22300000101 CIRA Query Test Cietail Test Agency One

0000545201 CIRA Query Test Detail Test Agency Three

2200000113 CIRA Query Test Ceetail Test Agency 12

£200000115 CIRA Query Test Ceetail Test Agency 15

1304000101 CIRA Query Test Detail Census Test

To view the detail information of the location’s set-up policy within a location’s hierarchy, select the
‘detail’ for the location. In this case we are selecting a location named “Test Agency One”, enter
“8300000101”. If the location entered is included in the user’s location hierarchy, a screen similar to
the following appears:

Linciionnn Bebi g ettt 11

Locatien Rasubls

Fleaos mus yoarielitian Lecslian Parar Locsian Dt Cmarriphon

La et or Gusry

[ | IETTET | CTET [ pe———— LIS Dy Tk Dstal Tt Agsncy Ora

Lvcatimn Dadad

Lo Wi Parank T incincaBeg i dCaunh
E300 DO CIE& Quarp Texd
FiHsr Prlicy Holcer: E=O00O0
Cmscnmhor o4
Tead hgence Ore: o2
oa
Loprion Proug B Heldar: Lo m i [of ey T
SUE P oy
A 000010 i =
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The detail screen provides a summary of the requested location/verification policy. Refer to Location
Management in this section for more detailed screen information.

View User Roles

All users are assigned a role that provides a set of predefined permissions. Role definition makes it easy to
create and apply roles for several users, all of who are to have the same permissions and access rights.

In the MVD, user role definitions are established and edited by the Federal Reserve Bank based upon an
agency’s requirements. FRBC will maintain the set of agency’s roles, and will designate which roles are
available to a location in the creation of user accounts. A user at a location will only be able to view roles
assigned to their respective location or to roles assigned to locations subordinate to the requesting
locations. Select from the menu to view existing role definitions. The following screen appears:

WS, Treasury Paper Check Conversion

Mon Mar17 10:45:10 EST 2003

Home || Admin || Location || Verification || CIRA || Report || Logout

|— | Account || Audit || Terminal || About |

Search By Role Name:

T2~ |
[ Rolesearch ][ Reset ]

Manage Role For Location

| |
ViewRole

To view the permissions and access rights for an existing role, click the arrow in the drop-down list box
and select the role name (CIRAONIly, Edit, or View) in which you are interested. Then click [Role Search,.
The following screen appears when searching on the Edit role:

5. Trasrary Fapar Ghad Careminn

aon B T 1K S0 ES T Sl

MLW l.u-cam -‘mncam 4184 M“_Mﬂl

I—-lm -h-u-nl |[ Ao I Tirmsinml | i larvek
Exle Frolil =
P lpblprra pdR
oo R plion: Edionlts mh
Pl Paim loakire
Object Haree: Crusric LITTH Updats R
Ut Brocar w f
Wi carbier =l =l I i
Lazaien B = L ®
Veaing = [
B b Ao nd ) o L'
it - [
Baperl 4 w [ B
Systam Covgutsing [
Blcciosd fids
Okjaci Harea: Bt bark Gapablky
e . Read Daly o Resd & Whibe: & Block: |
oo
BT Faad Cnly: s Resd & Write: 5 Block:
LosTug Raad Only ™ Read & Wirka: 22 Block: ™
i Fraad Daly 7 Resed & Wil (= Blck

UmtiskY  ead Only s Resd & Whits: 7 Block:
hinn
apzourd
.

[T
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The Role Permissions table shows check marks for the functions that this particular role has permission to
perform. The Blocked Fields table shows permissions on individual attributes of a particular function.

Select to return to the Role Search screen.

To view roles assigned to a particular location, enter the location’s ALC+2 or the location name into the
role query on the Role Management main screen, and select[ViewRole] The following screen displays:

U.S. Treasury Paper Check Conversion Mon Mar 17 10:57:01 EST 2003
[lome | Acenin [c1ra [ogout |
m Account Terminal

Role Management

CIRA Query Test

View Users Accounts

Authorized users will be able to either search on a specific user’s name or by all the users for a specified
location. Similar to viewing roles, an authorized user will only receive user accounts matching query
criteria that are associated with locations at or below the requesting user’s location. To obtain a list of
users per location, select from the menu. The following screen displays:

U.§. Treasury Paper Chack Convarsion

ton bar 17 11:00:25 EST 2003

[Home |[ Admin ][ tocation || _verification ][ c1RA [ Report ][ togout |

Account Terminal

Account Management

Enter the location’s ALC+2 into the query box, and select [OK]. The MVD will provide a listing of users
for the selected location, as displayed below:

e
[ome ][ Admn | [c1ra |
[Rote ] _Account ][ Auds ] [About

Location User Rale

User Hame

T estuiend 0000645901 Wisu
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To view the permissions for a particular user, select the user name on the Display Users window, or enter
the user’s login 1D in the User Name box then select[OK]. If the user name that you entered is found, the
user’s name, location and role displays. When the user name is selected a screen appears displaying the

detailed user profile:

Search For Users

By user name: User MHame Location User Role
l:l Testwiewnd Q000E45901 Wiew
[Reset |
By location:
L 1
User Profile
UserName: Teshriend
Deseription: Regression Test
Role: Wiew
Location: Q000545901
Role Permissions:
Object Hame: Create: Read: Update: Celete:
User Account - v - l_
Verification I v I -
Location r v r r
UserLog I v I I
Role Account I v I -
Cira r = r r
Report r v r r
SystemConfig I I I ~
Elocked Fields
Object Name: Attribute: Capability:
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Using the Central Image Research Archive (CIRA)

Once the user selects the button form the Main screen, the user is presented with the site’s custom
main search screen:

LS, Treasury Paper Chedk Conwersion Wed Sep 17 10:42:24 EOT 2 1

[Home ][ Admin ] [ tocation ]| versfication ] [ c1ra || Report ] | Logout

Terminal

Define Your Search Crteria.

NOTE: At least 1 field needs to be entered in order to perfarm your search,

Lacation Mame: Get Mew Quary Page

v Include Subardinate Locations

PAYER:
FPAYEE:
PAYMEMT PLURPOSE:
SCHEDULE MUMBER.:

Check Writer's Bank Account
Mumber:

Check Writer's Bank Routing
Mumber:

Unique Transaction ID:
Cashier ID:

Arnount Of Check:
Batch 10

Reczived Date: Inclusive -

NOTE: Your agency’s logo will appear on the top of this screen.

Searching for Items
The CIRA search screen is designed so users may search by Agency Location Code (ALC+2) or by other
criteria pertaining to desired results.

Accessing an agency query page is based on the location in the location hierarchy associated with the user.
However, a user at a location higher in the location hierarchy is able to open a custom agency query page
for any of the subordinate locations.

The Location Name s the ALC +2 (specific to a location), but it may also be the name of an Agency.
The CIRA search screen will be customized with your location name and logo. If your logon ID allows
you to see many sites for your particular organization, you may need to specify a location for specific
querries. . The search results will also include the ALC’s subordinate locations if ‘Include Subordinate

Locations’ is checked.
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Search for checks by one search criteria, or by a combination of criteria. NOTE: At least 1 field
needs to be entered in order to perform your search. The more search information input, the
more refined your search results will be.
Configurable Fields — The first four Agency specific configurable fields, which are specific to
your agency, may be searched. The field labeling and search type will be aligned to the field
definitions for location being searched. The fields may consist of text, date, number, and
currency. A Number field provides a drop down with query options of Inclusive, Exclusive,
Great Than, Less Than, and Equal To. A Date field provides a drop down with query options of
Inclusive and Equal To. In the example above there are generic field representations.
Bank Account Number — Bank account number on check. A search on an account may draw
more than one account.
Bank Routing Number — Bank routing number on a check. A search on Bank routing
number may result in a large number of items as numerous checking accounts may be drawn on
a single routing number.
Unique Transaction ID — Also known as the Item Reference Number (IRN) which is tied to a
specific transaction. Currently the width of this field does not allow the user to view the entire
input value, but the input is not affected.
Cashier ID - Cashier ID from POS terminal
Amount of Check — Check Amount. Check Amount. A search on dollar amount could result in
a large quantity of item results. It is encouraged that you use another search criteria along with
amount of check.
Batch ID — The batch ID assigned by the POS. Currently the width of this field does not allow
the user to view the entire input value, but the input is not affected.
Received Date — The date the check was received into the CIRA. Select ‘Equal To’ from the
drop down menu to select a specific date and time (if desired), or select ‘Inclusive’ to enter a
date range. Currently, to return the most recent records starting with a specific date, select
‘Inclusive’, then in the date range enter the earliest time possible and leave the second parameter
Clear.
Check Capture Date — The date the check was processed by the POS terminal. Select ‘Equal
To’ from the drop down menu to select a specific date and time, or select ‘Inclusive’ to enter a
date range. Currently, to return the most recent records starting with a specific date, select
‘Inclusive’, then in the date range enter the earliest time possible and leave the second parameter
Clear.

NOTE: To search for a specific item, the IRN field can be used. This is a unique identifier for
an individual check transaction..
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After the user has entered the criteria, the following options are available:
- View Items - Select to view the results listing page and the image of the check.
Refer to the CIRA Search Results for a screen example.
Count — Select to view the number of items in the database that matched the search
criteria without displaying them. The following screen displays the item count and the total dollar
amount;

Your cira count search: 17 Iterns TotalArmount @ $34,144,25
Configurable Fiald 17

Configurable Field 2:
Configurable Field 3:

Configurable Field 4;

Check Writer's Bank Account Nurnber:
Check Writer's Bank Routing Mumber:
Unique Transackion I

Cashier ID:

Amount Of Chadk:

Batch ID:

Received Date: ml 02/ 2772003

Check Capture Date:

Wiewlterns Count Fepork Reset

Report — Thisis button allows for a report request. For specific details pertaining to
‘Reports see
Reset — Select to clear the search criteria to conduct a different search.

CIRA Search Results

When viewing the item search results, users will be able to view the image and all details pertaining to each
individual check item. The following screen shows a typical search results screen. Note that if the search
criteria match more than 1000 items in the archive only the first 2000 items will be returned. In this case
you may wish to refine your search criteria through the use of different time periods in order to reduce the
number of matches and allow the user to view the detail items. Select[View Items] to display the following
screen:

MVD/CIRA - 27



MVD/CIRA

Results for : UserTesiMarcieFRE Soit by ProcessingMede Recoms: 74 iteas TolslArountE159,274.28
- [oaek |
Listing
. —
section [ —»
Unigue Transaction 10 ALC or OSSN Code Capture Date Eank Routing Number Bank Account Number Check Amourt Configurable Field 1 Cashierld Check Type Processing Maode
007015004 47200002472 1900000104 2002/02/27 06:52:56 041212432 02483 $2,063.00 State Cashier2 Consumer LOCKBOX
100701500117200003175 1900000101 20030227 06:59:30 041212433 92464 F2.064.00 20030227 State Cazhier2 Consumer LOCKBOX
100701500117 200003151 1900000104 Z003/02/27 07:02:58 041212433 95405 F2,065.00 20030227 State Cashier2 Consumer LOCKBOX
1007015004 47200002122 1900000104 200202027 07:02:36 041212432 02486 $2.066.00 20030227 State Cashier2 Consumer LOCKBOX
1007015001 17200003185 1900000101 20030227 0704128 041212433 95487 F2,067.00 State Cazhier2 Consumer LOCKBOX
00701500447 200002127 1900000101 2002/02/27 07:05:00 0412124332 02488 $2,062.00 State Cashier2 Consumer LOCKBOX I
a
alul=| [T ¢ BlF o ofF o|al & =4y Bl - _
Item Detail
o oms 2083 section
Check = 4 e Unigue Transastion 10 - 100701500117200003173
. L S
— —— e S ALC or DSSN Code 1300000101 L —
Image o .
A ok oF Jo8 Ageacy Capture Date 20020227 D552
section e ALE AN A -~ sos st bas et nese bsabuasentcs
— Bank Routing Number 04124833
Tes Agency 2 Bank Accourt Humber agde2
(41735809 —
e .\ X2 Chedk Number 2063
Check Amount $2,063 .00
Configurable Field 1
CashierlD State Cashier 2 LI

Results Screen Overview
Select ‘File’ then ‘Print’ to print the entire screen, including all sections. At this time, if no search results

are

Lis

available, a screen displays without any detail transactions.

ting section:
Only the first configurable field displays.
Each column heading can be clicked to sort the list using that column as the sort key.

Each Unique Transaction ID can be selected to view each item image and all associated item
details.

Each results listing page contains a maximum of 15 records. To view the next 15 records (if
applicable) the user must scroll to the bottom of the listing section and select . Select

to view the previous 15 records.
Select to return to the Search Criteria screen.

Check Image section:

Displays image of the Unique Transaction ID selected in the Listing section.

Each item image can be saved or printed by selecting the appropriate icon in the image window.

Refer to the TIFF Image information for more details on viewing the check image.

Item Detail section:

Displays item detail of the Unique Transaction ID selected in the Listing section, including all
configurable field information. Use the scroll bar to view all the information.

If the check was a business check or processed in Lockbox mode, select to view the back
of the check then to return to the front of the check view. If viewing a check
processed in POS mode, these buttons do not display.
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Can your Browser Display TIFF Images?

A user can select the link ‘Can your Browser Display TIFF Images?’ link, from the CIRA screen, to
determine if the local PC has been set up to view TIFF images. The link is found at the lower left of the
CIRA screen.

NOTE: When using Netscape, an error appears when this link is selected; therefore it cannot be used.

When the user selects this link they will be directed to a view check screen if successful. The page will be
presented with following page containing a sample check. If the user can view the check, then the test has
been successful.

M-

R EBEE VW Feadies  Took Helo

b+ o 5] G retn e | W B P

Ackhums B8] hitps b Dagrmrt e thive conimery s M agechched z ¢
Links: ] Custoantes Links - @E]Fee Honsl D ReaPlaps ] windov:

8l s BiF o oft slol GlF o ml) s

1675
B UNIVERSITY PLACE
JAY AWK FARMES ARZ, 19400 v’h—é—ﬂ 19 87 1z

y.a:farf__Le&ﬂm 1% 49.00

M%’Mm DOLLARS

WILLIAM R. WILLIAMS Q'..

SAMPLE-NOT VALID

- - Alasons K. Crshasy

122L95~38945H L0000DDAGE?7S* ©ODOYF +OOOOODOBSOOY

] o 8 g et

The user can select the ‘Back’ button on the browser to return to the main CIRA search screen.

If the user does not have the proper TIFF viewer installed on the local PC, the user will be presented with
a blank screen.

To install the correct TIFF viewer, refer to Setting up the TIFF Viewer.
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Setting up the TIFF Viewer

To install the TIFF viewer, an authorized user must select the ‘AlternaTiFF’ link at the bottom of
the main CIRA search screen. The user will be presented with the following screen:

R akarnai HF TIFF Prog-is - Facrasal bnimmel baplons previdod by fR0 of Ohrvaland IR

Fs Bt Ve Faastes Tok  Heln

danme s ok o () [ AN (e (e | Jhe ST G G

feckcwm ] i (oo e maiT, oo = v
ks @] uxarcsinks @ Frowtders @ FniPew 8] virdoea

AlternallFF w1 1O

A TIFF imade wiewer for Windows weh browsers

SIEANETIEF 1§ & Wil Bidweer a00-00 [ACTw BOAtlor plug-in] that deplays est of the Do a ol ot 0E
types of TIFF fies, [T works in mast wab broswsars far wandoews G5 or hgher (32, WE, NT4, 2000, M&3 w L curninréatiar
- PR
slbzenaTFF i5 000 t0 UEo far wy gurpoes) howowe, you will Bo raquirad Eo mgision it bedsrs & oan be & Bragrohote
uzad ko vy magee. Yoo will be kold how b regater whan you inetad it or whan yeo frzt uem it t= LT B
whEy S Image, (Yol oo nol reed Do sesrch this web Sits locking Tor 4 wey o regetsr. [ you are rob al
dakad 10 Pegrelar, iL reeis your Computer has aready Desn g raidnsd. |
= G L opn iy Jedeerepian
® Dl el S LG —
atmhay

AltarnaT FF s avalabl ag @thar & Meiscapa-siyla plug-n or an Actiseex conirol for (€. Peasa chooss from the folowing Thnea options (tham
are twn downlosd methods swalsbée for the dchesi contmll [F pou use Iremet Explorer 4 or bigher, vou shoud probshby select opbon 1
athersica, selact option &

I. &cieve® control, sufo-msiall
For [nkerves Eig

< <CEkhorD b 00 th thi B)5t-SR] o 80 =] stermaTPF Activoy 91.6.3) 17 Doc 20021 175KE
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AdVEtaRE
= Emsy toinstel|
D Raachiam! e
= Bome prople msy fnd i difficull to gningtal]
- B Binos sy Security seiiieg s wil oot Sllos this ngthod

Hote: 1T you e using IE wemsion 5.000 o § .01, Activel cantrols such a5 AERmaTIFF may rat wark &t the US Patest 06l wal slte, =|
ﬂ[wu o s

Users that do not have AlternaTiff already installed on their clients should download the appropriate
Internet viewer from the AlternaTiff web site. For Netscape users, directly access the
www.alternatiff.com web site.

The user must select the ‘Click here to go to the installation page’ link. Once the link has been
selected, the user will be presented with the following page. Select the ‘Auto-install AlternaTIFF
ActiveX control’ link to proceed. If your Agency allows Active X on your workstation, you may
need to work with your system administrator to load the Tiff viewer on your workstation.
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When the download is complete, the bottom section of the web screen will be updated and will state
‘AlternaTIFF viewer ActiveX control is installed in your browser’. Click in the bottom section to return

to the AlternaTIFF main page.

The TIFF viewer has now been successfully installed on the PC. To test this, the user can select the ‘can
your browser display TIFF image files?” [Nk on the main CIRA search page. The sample check image should now

appear.

CIRA Report

The CIRA report is available in comma-separated value (CSV) format. It can be viewed using Wordpad,
which is standard application on all PCC terminals, or another preferred application. Yet, if available, a
spreadsheet application provides the most flexibility in viewing and manipulating the report data.

In order to view the CIRA results in a report format, enter the search criteria on the CIRA Query screen,
then select [Report|. The CIRA report is available to anyone with access privileges to the CIRA.

NOTE: The following procedures are recommendations for viewing the CIRA report CSV file
using the Excel spreadsheet application, yet the data can be viewed according to your

preference by selecting other options on following screens.

On the File Download screen, select ‘Save..." then select [OK].

& Excel is a registered trademark of Microsoft Corporation.
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File Download x|

rou have chosen to download a file from this location.

ciraforwardaction frorm 199.169.196.9

what would you like to dowith thiz fle’?

™ Open thiz file from itz current location
% Save this file to disk

IV &lnaps ask before opening this bipe o fil

Ok I Cancel I More Info |

On the Save As dialogue box indicate where you want the file to be saved, verify if the file name and
rename it if needed, then select [Save].

Note: Depending on the application you are using to view this report, the .csv extension may
need to be added to the end of the file name. This is not needed when using the Excel
application.

21
Save i Ia CIRAreport j =] &% Ef-
File marme: Icirafnrwardaction j Save I
Save az bype: I Docurent j Cancel |
7

Select on the Download Complete screen.
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Download complete N ] |

N
= Download Complete

Saved:
ciraforwardaction from 133.169.136.9

Diownloaded: 289KB in1 zec
Download ta: C:ADocurments and .. hciraforwardaction
Tranzfer rate: 289 KB/Sec

[ Close this dialog box when download completes

Open | Open Folder | Cloze I

Launch the spreadsheet application, then select ‘File’, then ‘Open’ within the spreadsheet application.
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On the Open dialogue box, locate the CIRA report that you just saved, the select. The File Type

may need to be changed to “All Files” so the .csv file displays.

Laok in: ID CIRAreport j ‘alll I__.

= IészEI oa)

2

Find files that match these search criteria:

ciraforwardaction open

Cancel |
advanced. .. |

File name: || j Texk or property: I j Eind Mow |
Files of kvpe: IAII Files {*,*) j Last modified: Ianv time j Mew Search |

| 1 file(s) Found,

On the Text Import Wizard screen, select ‘Delimited’, then select [Next.

Text Import Wizard - Step 1 of 3 e [

The Text Wizard has determined that vour data is Fixed Width,
If this is correct, choose Mext, or choose the Data Type that best describes wour data,

riginal data type
Choose the file tvpe that best describes vour data:
[ it - Characters such as commas or tabs separate each field,
" Fizedwidth - Fields are aligned in columns with spaces between each field.

Start import at rove: Il 5‘ File Originy |Windows (ANSI) j

Preview of file C:iDocuments and Settingsidim, .. \ciraforwardaction,

11 |"CSV Agency Detailed Item Feport® -
12 ["May 2, 2003"

| 3|"IEN", "LOCATION HAME" "CAPTUEE DATE". "EECEIVE DATE"."TH
|4 |"TOTAL AMOUNT ", "%34,144 23"

|5 |"TOTAL HUMBER OF ITEMS . ", "1%"

EI"100?0150011?2?0003235" "1andonniott tF003-02-27% D?'S?J"l
4 ]

Cancel < Back. | Mext = I Einish |
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On the Text Import Wizard — Step 2 screen, select ‘Comma’ in the Delimited section so the data will be
separated into columns on the spreadsheet wherever there is a comma in the report text. The text
Qualifier should be () which is the default. Select [Next]

Text Import Wizard - Step 2 of 3 i e |

This screen lets wou set the delimiters your data conkains. You can see
b wour bext is affected in the preview below,

elimiters
[~ Tab [ Semicolon ¥ Comma

[~ space [ other: I_ Text Qualifier: |" "I

[ Treat consecutive delimiters as one

rDaka preview

ICSY Agency Detailed Item Report -
Maw 8., 2003

IEN LOCATION HAME [CAPTURE DAT
TOTAL AMOUNT S34.144 28

TOTAL WUMEEE OF ITEMS 17

1%0?0150011?200?03235 12040001071 2003—02—2iJ:J
4 3

Cancel | = Back. |

Finish |

On the Text Import Wizard — Step 3 screen, select each column so that it is highlighted (use the scroll bar
to view all the columns), then select “Text”. Select [Finish.

Note: The IRN column must be in Text format so that the entire IRN number displays. The
other columns can be formatted according to your preference.

Text Import Wizard - Step 3 of 3 ] e |
This screen lets you select each column and set olumn data Format
the Daka Farmat, ™ e
‘General' converts numeric walues ko numbers, dake . l t

values to dates, and all remaining values to kext, " Date; |MDY -

" Do ok import column (Skip)

rDaka preyview

Cancel < Back Mext = | Einish I
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Below is an example of the spreadsheet. The column widths need to be adjusted to view all the
information. Use the scroll bars to view all the data. The data can also be formatted and sorted just like
any other spreadsheet and can be saved for your records.

A | B | € | D | E L F [ 6 | H ] i
|1 |CSY Agency Detailed ltem Report =
12 |May &, 2003
EREL LOCATION MAME | CAPTURE DATE RECEMNE DATE TRAMSIT NUMBER ACCOUNTAMOUNT |CASHIER ID  CHECK TWPROCE
|4 | TOTAL AWOUNT : §34,144.28
|5 |TOTAL NUMBER OF ITEMS 17
|6 100701500117 200003235 1304000101 2/27/2003 7:57 | 2/27/2003 8:09 41212433 98409 §2,009.09 TestUser! 5 LOCKB!
| 7 [100701500117200003237 1304000101 272772003 7:58 ) 2/27/2003 5:09 41212433 98411 52,011.11 | TestUser! 5 LOCKB!
| & 1007015001 17200003239 1304000101 2/27/2003 7:58 ) 2/27/2003 8:09 41212433 98412 $2,012.12 | TestUser! 5 LOCKB!
|9 1007015001 17200003241 1304000101 2/27/2003 7:59 ) 2/27/2003 §:09 41212433 95413 $2,013.13 | TestUserl 5 LOCKE!
110 {100701500117200003243 1304000101 272772003 7:69 ) 2/27/2003 §:09 41212433 95414 52,014.14 | TestUser! 5 LOCKE!
|11 1007015001 17200003247 1304000101 2/27/2003 8:01 ) 2/27/2003 8:09 41212433 98415 $2,015.00 TestUser! 1 LOCKE!
112 [1007015001 17200003249 1304000101 272772003 8:01 2/27/2003 8:09 41212433 98416 $2016.16 | TestUser! 1 LOCKE!
|13 1007015001 17200003251 1304000101 2/27/2003 8:01 ) 2/27/2003 8:09 41212433 98417 §2017.17 | TestUser! 1 LOCKE!
|14 1007015001 17 200003253 1304000101 2/27/2003 §:04 2/27/2003 5:09 41212433 95400 $2,000.00 TestUser! 3 POS
|15 | 1007015001 17200003254 1304000101 2/27/2003 8:04 | 2/27/2003 8:09 41212433 98401 $2,001.01 |Test Superisor 3 POS
|16 | 1007015001 17 200003255 1304000101 2/27/2003 8:04 2/27/2003 8:09 41212433 98402 §2,002.02 | Test Superisor 3 POS
|17 [1007015001 17200003256 1304000101 272772003 8:056 ) 2/27/2003 8:09 41212433 98403 $2,003.03 | Test Supervisor 3 POS
|18 1007015001 17200003257 1304000101 2/27/2003 8:06 2/27/2003 8:09 41212433 98404 $2,004.04 | Test Supervisor 3 POS
|19 1007015001 17 200003255 1304000101 2/27/2003 §:058 2/27/2003 §:09 41212433 95405 §2,005.05 Test Supervisor 3 POS
|20 | 1007015001 17200003255 1304000101 2/27/2003 8:06  2/27/2003 8:09 41212433 98405 $2,006.06 Test Superisor 1 POS
|21 1007015001 17200003261 1304000101 2/27/2003 8:06) 2/27/2003 8:09 41212433 96407 §2,007.07 |Test Superisor 1 POS
|22 |100701500117 200003263 1304000101 272772003 8:07 | 2/27/2003 §:09 41212433 98405 §2,008.08 Test Supervisor 1 POS
23

When viewing the data, note that the Check Type column displays the numbers 1, 3, and 5. These
numbers represent the following:

1 - business check processed in Lockbox or POS mode.

5 - personal check processed in Lockbox mode.

3 - personal check processed in POS mode.

Select ‘File', then *Save' from the spreadsheet menu to save any changes as a spreadsheet file.
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Report

The reports available are based on the user’s role and location. Select from the menu to access
various MVD/CIRA reports. The following screen displays:

Note: In order for a user to request reports, prior authorization must be requested using the
CIRA/MVD request form (Appendix G).

MVD Reporting Tools

Select Report:

Agency CIRA Report

%D Contents

Location Hierarchy

Location Policy

Location Groups

I

Submit Request I

To view a report, select the radio button next to the report, then select {[Submit Request.

Each report can be displayed in 3 output styles:

- HTML — Hypertext Markup Language is a “browser view” or “online view”. An HTML file is
intended for display on a browser page.
CSV — Comma-Separated Values is a format that can be “machine downloaded” style. A CSV
file is a way to collect the data from any table to be conveyed as input to another table-oriented
application, including spreadsheet or relational database applications.
PDF — Portable Document Format is a “printable download” style. A PDF file is a universal file
format that can be shared, viewed, or printed exactly as intended by using Adobe Acrobat
Readere software. Read-only software is free and can be downloaded from the Adobe web site,
www.adobe.com.

For the best print format, users should select the .pdf format. Printer setting vary; therefore, the
preferences on the printer dialogue box may need to be adjusted (i.e. landscape vs. portrait).

The following information provides details about each report.

® Adobe Acrobat Reader is a registered trademark of Adobe Systems Incorporated.
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Agency CIRA Report

This report provides a summary of PCC processed items for a requested location. Since the CIRA
can potentially contain millions of records, a user should limit the amount of data retrieved by
entering search criteria in the Search Criteria window.
An authorized user can search using the following:
Location name — Enter location name, and check the box if any subordinate location’s data
should be included in the report.
Date — Select the radio button for Capture Date (date check processed at site) or Received Date
(date batch transmitted to CIRA) then enter the Date From and Date To.
Batch ID — All is the default. Enter a specific batch ID if desired.
Cashier 1D - Al is the default. Enter a specific cashier ID if desired.

Select the appropriate radio button in the Specify Output Style window to indicate the format to view,
print or save the report.

NOTE: An authorized user will only receive information matching query criteria associated with locations at or below the
requesting user’s location.

Select [Submit Request] to view the report.

_ (L (P Lo

B -
e e
| e o

‘ Submiit Request

Note: The CIRA report should be printed in a .pdf format.
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Below is an Agency CIRA Report example in .pdf format:

Agency CIRA Report

Location : CIRR Query Tast Max 17, 2003
Daily Summary for all Locations : Recsiwved Date Item Count Dollar Emount
2003-03-17 0] TR2 . 666.0
Grand Total : 50 782 ,666.0

Received Date 2003-03-17

# of

Location Name Locat i':n_ Direct Becsived Item Count Deollar Amcunt
Description Child Dats
CIRA Query T=st CIRR Query Regresston Tast L E 2003-03-17 1} 70,00
0000646801 Tagt hgency Thrsa 1 2003-02-1T7 10 720,267.0
1304000101 Consus Test o 2003-032-17 o 70,00
B300000101 Tast hgency Ons 1 2003-032-17 40 TEZ,389.0
B300000113 Tast hgency 13 1 2003-032-17 o 0. 00
2200000115 Tast hgency 15 i 2003-02-17 o 0. 00
Total per Date : 50 782,666.0

LVD Contents

This report allows authorized users to produce a report that represents negative check data
downloaded to the POS. The data provided in this report reflect the transaction status, as of the
current date. Users of this report should be aware of the time sensitivity of the data.

An authorized user can request information using the following Search Criteria:
Location — Location name, i.e. ALC+2
Transaction Type — Use the drop down arrow to select transaction, block, or all.
Trade Status — Use the drop down arrow to select all, suspend, blocked, denied.
Account - User account
Config Field 1 — The agency’s specific first configurable field information.
Bank RT number — Bank’s routing/transit number

In the Sort Order window select a category using the drop down arrows to indicate the sort order for the
report to be presented. The categories are Location, Trade Status, Account, and the specific Agency’s first
Configurable Field. Use the drop down arrows to sort these categories by either ascending (asc) or
descending (desc) order. By using the sort order in the screen displayed below, the report will be
produced by Location, then by Status of the item, then by Account, then by Agency Configuration 1 with
all data sorted in ascending order.
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Select the appropriate radio button in the Specify Output Style window to indicate the format to view,

print, or save the report. Select|Submit Request to view the report.

NOTE: An authorized user will only receive information matching query criteria that are associated with locations at or
below the requesting user’s location

Sewcncrtens:
T —
T

Sorteriteria:
_ |LocaTION ~llasc -]
_||TRADE sTATUS - ||Asc -]
L oo
_|||:uNFn: FIELD 1 - ||Asc -]

e v
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Below is an LD Contents Report example in .pdf format:

LVD Contents

Requsted by : MarcieTestEdit@CIRA Query Test Mar 17, 2003
Target Location CIRA Query Test
Date = 2003-03-17
Num of records : 37
Configurable  Routing Bocount Closed Denisd Trade Cverride Capture Date Location Description
Field 1 HNumber Humb ex Acount TUntil Status
842444786 2099-08-09 ELOCEED ¥ 2002-09-25 00:53:11 Test Agency Three
EOO++4321 20085-00-08 EBELOCEED ¥ 2002-00-25 00:53:40 Test Agency Three
2B6*+£510 2009-00-058 BLOCEED T 2002-09-25 00:58:39 Census Test
w4+ ]12433 098400 Ye== Z005-00-00 DENIED Y 2003-02-27 08:04:23 Census Test
*he]12433 08401 FCT-) 2085-00-068  DENIED ¥ 2003-02-28 12:37:01 Census Test
k12433 08406 Y=z 2009-00-09 DENIED T 2002-02-27 08:06:05 Census Test
*h&]12433 08406 ez 208%-00-08 DENIED T 2003-02-26 12:38:45 Census Test

For COfficial Use Only

This report includes sensitive and private information, and should be handled and discarded
appropriately. Also the data on this report is time sensitive; therefore, aged reports should not be
relied upon and discarded appropriately.

NOTE: Certain fields have been partially masked (****) to limit the viewing of sensitive information.

Location Hierarchy
The report provides an authorized user the ability to obtain and understand their location’s hierarchy.

Enterthe location and select the appropriate radio button in the Specify Output Style window to
indicate the format to view, save, or print the report.

NOTE: An authorized user will only receive information matching query criteria that are associated with locations at or
below the requesting user’s location.
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Select [Submit Request] to view the report.

[cIRA Query Test

| Submit Request

Below is a Location Hierarchy report example in .pdf format:

Location Hierarchy
Home Location : CIRA Querv Test MaT 17, 2003
Target Location : CIRR Query Tast
Requested
|(?CGtI0n Ancestorse of Location CIRA Query Teat LEVEL
hierarchy
_____ CIRA Query Test
CIRA (very Begression Test Locations
FederalRessrve lIl
Parent _"ﬂm FPederal FEeserve, root of the location hierarchy.
Degcendents of Location CIRA Query Teat
B '__CIRA Query Test
ISUbO_rdI nate CIFA (uery Fegression Test Locations
ocations
8200000101 (ER
Test Agency Cne
8300000102 (IE
Test Agency Two
0000646901 (ER

Subordinate of one of
CIRA Query Test's
subordinate

NOTE: Subordinate locations are presented on the report in ascending order under the parent and have a higher level number,
which indicates the level of the hierarchy.
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Location Policy
This report lists a location’s policy, including relevant returned check criteria, location group, definition of
suspension periods, etc.

In the Search Criteria window enter the location and indicate if subordinate locations should be
included.

Select the appropriate radio button in the Specify Output Style window to indicate how you want to
view, save, or print the report.

NOTE: An authorized user will only receive information maitching query criteria that are associated with locations at or
below the requesting user’s location.

Select [Submit Request] to view the report.

_‘ | Submit LI
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Below is a Location Policy report example

in .pdf format:

Location Pollaoy

Target Location CIRR Query Teat

Home Location

CIRA Query Test el

Locaticon CIRA Query Test

Policy Holdesr FederalBReserve

Include Expired Counts

: Falae=

Sugpension Pericds

Qaogurence

1

Daya :

in

Bugpensgion Perieds

Caourencs

2

Daya :

a0

Suspension Periods

Oaourencs :

3

Daya :

90

Aooeptable Return Reason Cods,

Filter :

o1

0z

o9

REC =

Insufficient Funds

Aocount Cloged

Unaoocllected Funds

Location Groups

This report provides a listing of all locations that the requesting location can view in the MVD, and is
included in their LVD downloads that are outside of their location hierarchy.

Enter the location and select the appropriate radio button in the Specify Output Style window to
indicate how you want to view, print, or save the report.

NOTE: An authorized user will only receive information matching query criteria that are associated with locations at or

below the requesting user’s location.
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Select [Submit Request] to view the report.

Below is a Location Group report example in .pdf format:

Location Groups

For Locatiom : 83200000101 May 2, 200

Group Holder : 8300000101

Location Location Description

0000789502 Test Agency 5

Plus all records from subordinate locatlions

Terminating Your Session

To terminate your connection to the MVD/CIRA system click on the main menu, then close the
application browser. If a user does not logout through the logout button, the secure SSL session will
expire. In order to re-enter the application/system, the user will be locked out and must wait 15 minutes.
Note also that your session will expire automatically after fifteen minutes of inactivity.

Future Enhancement - Terminal Management

Selecting will allow you to view information about individual POS terminals and to block
terminals from receiving LVD updates.
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Reporting and Balancing with CA$SH-LINK

Overview

The CIRA web site provides the ability to view transactions based on several criteria. On a daily basis
items received by 9:30: EST will be forwarded on to FedACH: for payment collections. All transactions
sent to the CIRA since the last business day will be forwarded to the Federal Reserve Bank of Cleveland
for further processing. Transactions will be processed at the Federal Reserve’s Automated Clearing
House system, known as FedACH. FedACH will send a debit ACH transaction to the check writer’s
financial institution. The following business day, an SF215 deposit ticket will be credited to your agency’s
CASHLINK account. The Federal Reserve System feeds into Riggs CASHLINK at the end-of-day. You
will see activity in Riggs on the third day with the effective entry date matching your SF215 that FRB
Cleveland provided. All PCC activity will be reflected in CASHLINK as activity from 0420 which is the
Federal Reserve Bank of Cleveland’s Cincinnati office.

NOTE: Federal Reserve Bank of Cleveland business days are Monday thru Friday, except
holidays. To view holiday dates, please go to www.clevelandfed.org/about/Holidays.htm.

Daily Reports

Three reports will be delivered to the appropriate agency contact through email from FRBC each business
day. These include:

The SF215 Report for all items being deposited into CA$SH-LINK on that day. The SF215 report will
contain detailed information with the number of transactions, dollar amount, transaction date, cashier
ID, and location that add up to a single deposit for an ALC/DSSN. The single deposit ticket per
location will batch ACH and paper origination items.

The SF5515 report will contain the debit voucher number for each item that is retired by the Federal
Reserve Bank. The report provided includes detailed information on the Unique Transaction ID (or
IRN number) for easy research on the CIRA site.

1 These times are subject to change based on the volume of transactions being processed. If this time changes the appropriate agency
contact will be notified 30 days prior to the change.

2 FedACH or ACH (Automated Clearing House) is a computer-based clearing and settlement operation, often operated by a Federal
Reserve Bank, established for the exchange of electronic transactions among participating depository institutions. Such electronic
transactions can be substituted for paper checks used to make recurring payments such as payroll or preauthorized insurance
premiums. The U.S. Treasury uses the ACH extensively to pay certain obligations of the government.
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The Daily Checks Pending Redeposit Report reflects the first time an item has been returned but will
be based on the represent schedule selected by the agency during the pre-deployment process.

A sample of each of these reports is available in the Appendix.

Problems Balancing to CA$H-LINK

Each day, SF215 and SF5515 information will be emailed to the designated agency contact (i.e. Regional
Accounting Manager or Disbursing Officer). If this information on the SF215 does not match what was
transmitted to the CIRA:

Determine the time that the information was sent to the CIRA. Currently, if this is prior to
9:30 p.m. EST, the batch of transactions will be contained on the SF215 form on the next day.

Currently, if all transactions were sent prior to 9:30 p.m. EST but are not on the SF215 form, please
contact the Federal Reserve Bank of Cleveland at 800-624-1373 or 216-579-2112 or at
pcc@clev.frb.org.

NOTE: If unable to match to information provided on the SF215 or SF5515, please contact the
Federal Reserve Bank of Cleveland with the dates and ALC numbers of the locations having
problems balancing.

Also:

If your site has large dollar transactions, please ensure that you see the items in the CIRA on the
same day that you transmit them. This ensures that the batch transmitted successfully and will
provide you with a level of confidence that you will obtain your Ca$h-Link deposit the next
business day.
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Troubleshooting

NOTE: Anemail must be sent when reporting problems for items referred to the Federal
Reserve Bank of Cleveland.

Hardware and SF Form 215/5515 Troubleshooting Process

FRB
CLEVELAND
216-579-2112
800-624-1373 <

» | DSN 510-4-2-86824
press6, then 4
Agency Central Regional
Accounting System SOP Accounting or
Group or ¢ Administrator | €] Troubleshootmg < Finance
Agency Liaison Section M anager

Contingency

A contingency plan is a must. Stateside agencies can contact FRB to have a scanner sent to them
overnight to your disaster relocation site in the event it is needed. The contingency site should house
backup PCC software, a copy of the PCC SOP (Standard Operating Procedures) on your LAN or a
duplicate CD of the SOP, and a listing of the FRBC Customer Support phone numbers .
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Scanner Imaging or Check Reading Problems

If the scanner beeps three times when scanning an image, please check the following:
Check is inserted with the front facing the center of the scanner (see picture earlier in the Daily
Processing section).
Check is inserted right-side up with the MICR line at the bottom.
Check contains any creases, tears or marks, or the MICR line is unreadable. If so, please ask the
customer for another check (if the customer is present). If the customer is not present, try to
flatten check or fold it in the opposite direction so it lays flat and try scanning again.

If all of the above are not problems, do the following:
Unplug the scanner from the outlet, wait 5 seconds, then plug the cord back into the outlet.
Scan the check at least 2 times.
Scan another check to ensure that it is not a particular unreadable item.
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If you are unable to connect to the scanner or the scanner light is red, please check the following:
Cable is connected firmly in the back of the scanner and in the serial port of the laptop or tower.
Replace the RS232 cable with your backup scanner cable.

Cable is in the correct port on the scanner and laptop.
Correct COMM port is selected in the POS software under configuration.

Scanner is more than four inches from any electromagnetic device. These devices include the
computer, credit card reader devices, laser beams from bar code scanner devices, etc.

Scanner is plugged in. (Amber light indicating power up).

If you are still having difficulty, please contact the systemadministrator. If the system administrator
cannot resolve problem, move to the backup scanner and call the FRB PCC Helpdesk to report the
problem. A replacement scanner may need to be shipped.

Printer Problems

If experiencing problems with printing, check the following:
LAN is operational
Printer is selected from the PCC POS configuration reports
Printer has paper
Printer is plugged in
Printer is online
Correct printer driver was installed
Printer is connected to the LAN or to the local printer port on the back of the laptop/desktop
No paper is jammed in the paper feed tray or the paper output tray

If all of the above are not problems, turn the printer off, wait 5 seconds, then turn it back on.

Contact the system administrator if unable to resolve problem. Connect a local printer if the LAN
connection cannot be resolved.

Error Messages

If an error message displays that is not indicated in this Troubleshooting section, or if you are
experiencing additional problems, please contact the FRB Customer Service at 800-624-1373 or
216-579-2112 or DSN 510-4-2-86824, option 6, option 4.

If an option is grayed out, you do not have access to perform the action. Contact your system
administrator to proceed.
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POS Application Error Messages

System M essage Action
Component
Startup "Only one instance of this Click OK.
sequence application can be running at any | Click on the Windows task bar at the bottom

given time!"

to maximize the application.

"Please use Control Panel to add a
printer to the PC."

Exit application
Add a printer to the PC in the operating
system.

"There must be at least one
printer configured for the PC."

Exit application
Add a printer to the PC in the operating
system.

"Encountered a problem
activating the application.”

"Please use administration tool to
configure ALC."

Start the SAT application.

Login as a user with configuration
permissions.

Select System Configuration icon
Contact FRBC to enter the correct ALC.

"ALC cannot be blank."

Start the SAT application.

Login as a user with configuration
permissions.

Select System Configuration icon.
Contact FRBC to enter the correct ALC.

"Encountered a problem
activating the application."
"Check COM port
setting/cables.”

Verify the following:

Scanner is powered up and the cables are
connected.

Proper COM port is selected.

In the POS application, go to
File] Configuration, then on the Scanner tab
set the proper COM port.
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System M essage Action
Component
"Encountered a problem Make sure the keypad power is on and the
activating the application.” cable to the scanner is secure. Or, if the
"Check keypad location is not using the keypad, it may need
connection/power." to be disabled.
Refer to Installation and Configuration section
for Keypad connections.
Run a check | "Failed to run a check.” Make sure the scanner is powered up and the

"Please check scanner."

cables are connected.

"A check processing error has
occurred. [Bank number check
digit failed]"

"Please run the check again."

Try to run the check again.
Scanner MICR device may be faulty.
Try a different check.

"A check processing error has
occurred. [Duplicate detected]”
"Please run the check again."

A duplicate check has been found in the
current batch. Review batch list for a
resolution.

"A check processing error has
occurred. [Blark field detected]"
"Please run the check again.”

The software detected a field is blank.

Try to run the check again. If error message
persists, scanner MICR device i is defective.
Call FRBC Helpdesk for replacement.
Process check manually using process prior to
PCC only if backup scanner is not available.

"A check processing error has
occurred. [Reject characters
detected]"

"Please run the check again.”

The software detected unreadable characters.
Try to run the check again . If error message
persists,

scanner MICR device is defective.

Process check manually using process prior to
PCC only if backup scanner is not available..

"Failed to display the image."”

Maybe scanner problems (Blown imager
bulb)

Obtain back-up scanner if available.
Contact FRBC for replacement procedures.

‘Store Current ltem Fail’

The secondary storage media is not
recognized by your computer. Open
Windows Explorer and ensure that the drive
letter for the drive is displayed. i.e., E:\zip;
D:\removable disk. If it's not displayed in
Windows Explorer, reboot the computer and
check Windows Explorer again. Ensure the
storage card or zip disk is properly and
securely inserted. Remove the smart media
device or zip disk and reinsert to try to re-
establish the connection.

The storage media may not have space to
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System Message Action
Component
write to it. The activity should erase at the
time of transmission. If the activity is not
being erased, contact FRBC Customer
Service.
Keypad "Customer validation failed" Customer failed to confirm dollar amount on
"The transaction will be Keypad.
cancelled.” Start transaction again.
"Failed to verify the check." Customer failed to confirm dollar amount on
"The transaction will be Keypad.
cancelled."” Start transaction again.
Void Item "A problem was detected while Repeat Void Check procedures.
attempting to void the selected The back-up storage location may have been
check." changed during the middle of a batch.
Close Batch | "Unexpected error while printing | Minimize the application.

[Batch List]."

Confirm if a printer has been set up within
the operating system environment.

If a printer is present then maximize the
application and use File] Configuration, then
select Reports tab to select the printer.

If no printer is present, then the local
administrator will need to add the proper
printer.

Configure a printer and try to print the batch
list.

If error still occurs, please call FRB Customer
Service.

"There are currently no printers
configured."”

Minimize the application.

Confirm if a printer has been set up within
the operating system environment.

If a printer is present, then maximize the
application and use File] Configuration, then
select Reports tab to select the printer.

If no printer is present then the local
administrator will need to add the proper
printer.

Configure a printer and try to close the batch
again.

‘Batch Close. Transferring files
fatal error. The server name
could not be resolved’

The system could not find the CIRA server
and therefore could not close the batch.
Click on on the Close Batch window.
Contact the system administrator to ensure
that proper connectivity to the Internet
through the LAN is available.

Contact FRBC to determine if site is down.

Troubleshooting - 8




Troubleshooting

System Message Action
Component
‘Mark batch as Closed. Failed to
Mark the Batch as Closed. The batch item(s) on the hard drive does not
BatchClose: Incomplete.’ match with the mirror image drive or vice
versa. Contact FRBC Customer Service

"You do not have permissions to | Check to see if this specific user has the

close batches." appropriate permissions to close a batch.
Refer to User Administration in the Installation
and Configuration section.

"You do not have permission to | Confirm that the user has permissions to

transmit a batch." transmit a batch. Refer to User Administration
in the Installation and Configuration section.

"Failed to transmit batch." Verify internet connectivity by attempting to
access another external site. Verify that the
ALC+2 is correct. Ensure that the URL for
Web Image Transfer is correct and the
password has not been altered. Re-try
sending.

"Failed to mark batch as Verify internet connectivity by attempting to

transmitted." access another external site. Verify that the
ALC+2 is correct. Ensure that the URL for
Web Image Transfer is correct and the
password has not been altered. Re-try sending
the batch.

"You do not have permission to | Confirm that the user has permissions to

delete a batch.” delete a batch. Refer to User Administration in
the Installation and Configuration section.
End Of Day | "You do not have permissions to | Confirm that the user has permissions to
remove expired verification remove expired verification records. Refer to
records.” User Administration in the Installation and
Configuration section.

"You do not have permissions to | Confirm that the user has permissions to

update LVD records." update LVD records. Refer to User
Administration in the Installation and
Configuration section.

"Failed to get MVD delta record.” | Verify the site is active and that the ALC+2 is
correct. Ensure that the URL for Verification
Database is correct. Re-try to download the
LVD (local verification database).

"You do not have permissions to | Confirm that the user has permissions to

remove activity log records." remove activity log records. Refer to User
Administration in the Installation and
Configuration section.

Change "A batch is currently open.” Cannot have an active batch and change
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Mode "You must close the current batch | modes.
in order to change modes." Close the current batch then try changing
modes again.

Toolg "Update Local Verification Confirm Communications.

Update Database™ 128 bit encryption

Check “Failed to update LVD." Internet Explorer® 6.0 or higher

Verification (recommended browser)

Database Netscape® 6.2 or higher
Operating system with service pack 2 or
higher

Ensure that the URL for the verification
database is correct.

"You do not have permissions to
update LVD records."

Confirm current user has permissions to
update the LVD records. Refer to User
Administration in the Installation and
Configuration section.

SAT Application Error Messages

System Text Action

Component

User "You do not have permissions to | Confirm that the user has permissions to

Information | add a role to the system." configure roles. Refer to User Administration in

the Installation and Configuration section.

"Change Roles™" A user cannot change the role for an
"Cannot change role of administrator account.
administrator account." This is by design.

Login “Access Failed! Please ensure your | Incorrect user login ID.

login and password are correct.”

"User Information validation
failed." "Login"

"The login contains too many
characters."

A user must enter a login name less than the
maximum. The login is not case sensitive and
must be no more than twenty characters.
Retype login and select apply.

"User Information validation
failed." "Login"

"The login contains too few
characters."

A user must enter a login name more than the
minimum. The login is not case sensitive and
must be at least four characters. Retype login
and select apply.

"User Information validation
failed." "Full Name"

"The Full Name cannot be
blank."

The Full Name field cannot be blank when
adding a user. Type in a Full Name without
commas or apostrophes and select apply.

‘? Internet Explorer is a registered trademark of Microsoft Corporation

O Netscape is a registered trademark of Netscape Communications Corporation
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"User Information validation
failed." "Password"
"The password cannot be empty."

The password field cannot be blank when
adding a user.
Type in a password and select apply.

"User Information validation
failed." "Password"

"The password contains too few
characters."

A user must enter a password with a
minimum of eight alphanumeric characters,
which are case sensitive, then select OK.

"User Information validation
failed."

"Password"

"The confirmation password does
not match the password."

Make sure the user has entered the password
correctly twice.

Retype both passwords and select the apply
button.

"User Information validation
failed." "Roles"

"At least one role must be
selected.”

User must select one role. Refer to User
Administration in the Installation and
Configuration section.

"Failed to apply the changes.”
"At least one permission must be
assigned to a role."

Confirm that the user selected a permission
of the role. Then select the apply button.
Refer to User Administration in the Installation
and Configuration section.

System
Component

M essage

Action

"Failed to apply the changes."
" DeleteRolePermission”
“Check Permissions."

Confirm the user has permissions to
configure roles within the POS application.
Refer to User Administration in the Installation
and Configuration section.

"Encountered a problem creating
a new permission.”

"You do not have permissions to
add a role to the system."

Confirm the user has permissions to add roles
within the POS application. Refer to User
Administration in the Installation and
Configuration section.

"Encountered a problem deleting
a system role.”

"You do not have permissions to
delete a role from the system."

Confirm the user has permissions to delete
roles within the POS application. Refer to
User Administration in the Installation and
Configuration section.

Delete role 'rolename’.
"Permission denied."
"Roles that have been assigned to
Users may not be deleted.”

Make sure the role to delete is not assigned to

a user.

1. Reassign a different role to any user
currently using the role desired to be
deleted

2. Try to delete the role.

"The print job '%" was
unsuccessful."

Confirm network/local printer is powered up.
Confirm that the printer is configured in the
operating system environment and a test page
can be printed.

Confirm that the printer is configured in the
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| | [ POS application.

Closing a Batch

If you are unable to close a batch, please check the following:
LAN cable is plugged securely into the laptop.
Network is operational.
Internet connection is successful. Log on to the Internet using Internet Explorer or Netscape
and try to go to a site outside of your agency. If this is unsuccessful, contact the system
administrator regarding the inability to connect to the web.
Proper Web site address has been entered. In the PCC SAT, select ‘File’, ‘Configuration’, then
the ‘Image upload tab. This address field should read
‘https://www.mvd.gov/webcontext/jndiSoapSB/jndiSoapSB.wsdl..
Secondary image storage location is connected. On occasion, smart card media can become
loose and needs to be secured again. Eject, then reinsert the media.
User roles have not been changed. Contact the System Administrator to determine if the user’s
role has been updated/changed. Have a different user with batch transmission access logon and
try to transmit the batch. If the batch transmission is successful, the user’s role may have been
modified and the user does not have batch transmission access. If needed, request that the user’s
role be updated to enable batch transmission.

If you are still having difficulty, please contact the system administrator or FRBC.

LAN Connectivity Unavailable
If the LAN is not available, a batch cannot be transmitted.

1. You may continue to process until your network is available, but if you have been using a LAN
printer, you might need to install a local printer in order to balance your end-of day transactions .

2. For assistance in installing a local printer, please contact the system administrator or FRBC.

3. Once LAN connectivity is reestablished, the cashier should print the Batch List and Close the
Batch.
NOTE: When the Batch List is printed, it will contain checks from all cashiers which have
processed checks since the last successful batch close. The batch listing will print a separate
list for each cashier logon utilized, with a Grand Total showing on the last page.
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Problem Accessing the CIRA/MVD

If a user experiences difficulty in obtaining images and information from the CIRA/MVD site:
- Try to access another web site to ensure that Internet access is available.
Shut the computer down and restart it using the ‘Shut Down’ option from the ‘Start’ menu. If
still unable to access the site but able to access other sites, contact the system administrator.

Ensure you type the correct password as it is case sensitive. If the account is locked, call FRBC
customer service at 800-624-1373, 216-579-2112, or DSN 510-4-2-86824, press 6 then 4.or send
an email to PCC@clev.frb.org.
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Adjusting an Incorrect Cashier Entry

NOTE: The minimum limit for reporting items that need to be adjusted by FRB Cleveland is
$25.00. If the adjustment is $25.00 or more, the check will only be corrected to the written dollar
amount on the face of the check.

Prior to Batch Transmission from POS to CIRA

*Scenario 1 — The Cashier entered the incorrect dollar amount, but has not closed the daily
batch.

Mistake discovered Prior to transmission to the FRB:
1. Mistake is discovered.
2. Cashier alerts supervisor.
If Point of Sale (POS) Mode:
3. Customer is contacted and instructed to return with an additional check for the correct
amount.
4. Check is voided within the POS software following SOP procedures for voiding a check.
5. New check is scanned and entered with the correct dollar amount.
6. Cashier balances and closes batch.
If Lockbox Mode:
3. Obtain item from daily work.
1. Void item with incorrect dollar amount.
2. Rescan item for correct dollar amount.

*Scenario 2 — The Cashier entered the incorrect dollar amount, but has not closed his/her
daily batch.

Mistake discovered (POS mode) Prior to transmission to the FRB and Cannot contact
customer:

1. Mistake is discovered.

Cashier alerts supervisor.

Check is printed within the POS software.

Check is voided within the POS software following SOP procedures for voiding a check.

Check is sent through the collection system as a paper instrument with agencies reverting to pre-
PCC procedures.

Lockbox mode — If the above situation occurs in the Lockbox mode, follow the procedures for
‘Voiding a check’.

SARE A

Prior to Batch Transmission from CIRA to FRBC (FED-ACH)

*Scenario 3 - The cashier entered the incorrect dollar amount, did not properly balance, and
transmitted his/her daily batch.

Mistake Discovered After transmission to the FRB:
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1. Mistake is discovered.

Cashier alerts supervisor.

3. Customer is contacted and instructed to return with an additional check for the amount of the

shortage difference or to obtain money if the cashier has an overage.

If necessary, new check is scanned and entered.

5. Cashier balances and closes batch. (Cashier will be out of balance for the day by a compensating
amount equal to the original out of balance.)

ro

&~

If the customer cannot be contacted:

6. Complete and submit incident report, reflecting the problem, action taken to this point, and
indicating what action is required by FRB-Cleveland.

7. FRB-Cleveland will process an ACH credit to the customers account for the incorrect
amount.

8. FRB-Cleveland will process through the paper check copy from CIRA for collection.

9. Completed incident report will be forwarded to FMS and agency personnel.

After Batch Transmission to FRBC (FED-ACH)

*Scenario 4 — The cashier entered the incorrect dollar amount, did not properly balance, and
transmitted his/her daily batch. Before the mistake was discovered, the daily file was sent
from the CIRA to the FRBC.

Mistake Discovered After Fed-ACH file has been created and sent:
Follow procedures in Scenario 3.

Reset or Unlock User Password

Unlock, Activate or Deactivate

If a user has 3 unsuccessful login attempts, their account will become ‘Locked’. An administrator can
‘Unlock’ a user account. (Note: the user’s password will also need to be reset — see Reset Password). A
user account can also be ‘Deactivated’ if, for example, a user is on vacation or medical leave. Upon their
return, their account can be ‘Reactivated’. These functions can only be performed from the User
Administration screen. There are no menu options for these functions

1. From the main PCC SAT screen, select the User Administration icon.

2. The screen will display all users as seen below. When a user account is locked a red ‘lock’ will
appear to the left of the login name. When a user id deactivated it will be flagged with a red arrow
symbol.

Deactivated Locked
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',;:_E__':?User Administration

a)g| x| =8|

e

Full M ame

Created
Sustem Administrator 2003-08-06 11:41:13
.B Johnng D Johnny Depp 2003-08-06 13:40:13
H2 Sharan Sharan B 2003-08-06 12:07:27
.ﬁ tormiy tommy 2 2003-08-06 14:33:58

Last Access

2003-08-06 12:07:02
2003-08-06 14:17:26
2003-08-06 14:42:48

Fale

Cazhier
POC
Caghier

Adrriniztrator

Cloze |

3. Tounlock, activate, or deactivate a user account, right-click on the user’s login. A drop down

menu will appear with choices as seen below.

B :User Adminisbration

=10 %]
§|m Kl » gl
Lagn | Full e | LCigated | Lagt Access | Ral |
admin Swzbem Adminiztiato 20030306 11:41:13 20030806 1207:02  Adminiztrato
B Joterg D Johrew T 200302061 3:4013 0030806 141726 Cashies
2 Shanan Sharon B 2030806120727 20030806 14:4248  POC
E 2dtommy T r

hammy 2

Cloze |

4. Click the action you wish to take and the user’s account is immediately updated
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Reset password
If a user has become locked because they can’t remember their password, the administrator needs to
unlock the user account, and will also need to reset the user’s password.

1. Click the *User Administration’ icon from the main PCC SAT screen. A window will
appear that displays all user accounts. Double-click the user login and type a new
password in the ‘Password’ and ‘ Confirm Password’ fields. Passwords requirements
mandate that the password have a minimum of eight alphanumeric characters. The

password is also case sensitive.
2. The user’srole can also be changed on this screen by clicking the new role.

3. When complete, click |Apply|and|Close|to exit.

'__jg_f':l“lodify User Information x|

Modify user information below.

Login: IBharon

Full Name: | 3haran B

Seewarnd: I xxxxxxxxxxxxxxxxxxxx

‘\\

Confirm: I xxxxxxxxxxxxxxxxxxxx

Account ST
: Foles
Activated O &dmiristratar
Ragular Account [ Cashier
PaC
Unlocked
O supervizor

Create Date:
2003-08-06 12:07:27

Apply Close |

Refiling the Void Stamp

When the ‘Void/Electronically Processed’ or ‘VVoid/ Non-Negotiated’ stamps need refilled, do the
following:

1. Press the white section down just a bit, then push the two buttons located on either side of the stamp
until they lock-in, which sets the swivel stamp in a locked position as shown below.

2. The ink pad has black ridges that are seen running lengthwise. Using a pencil or ruler, gently push on
the black ridge section to slide the ink pad out of the stamping device. The ink pad will slide all the

way out of the stamp.
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3. Add ink drops onto the ink pad.

4.

Slide the ink pad back in all the way with the ink side facing the bottom of the stamp, and the flat
bottom of the ink tray resting on the white bridge inside of the bay where it is stored. Activate the ink
pad by pressing it down onto a piece of paper.

Local Verification Database (LVD) Reset— if applicable

If an agency is utilizing the check verification process through the LVD download, there will be occasions
where a new LVD is required. Daily LVD downloads contain only new items received by the MVD. If
there is a change in the location’s policy, or if the POS is re -deployed to a new location, an entire new
LVD should be obtained.

The LVD reset button erases everything on the LVD in anticipation for relocation. If the LVD reset is
selected and a new LVD is not obtained, there will not be any verification of checks presented.

To perform an LVD Reset and to obtain a current LVD:

1.
2. Select the LVD Reset icon from the main SAT screen.

3.

4. Select ‘Tools’, then ‘Update Check Verification Database...” from the menu to obtain the

Launch the PCC SAT application from the desktop
Launch the PCC POC application from the desktop.

up-to-date LVD.
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Personnel Change Over

Personnel Change Over
NOTE: Access should be changed on all equipment and backup equipment.

Follow the following procedures for access changes to the POS, MVD and CIRA:

POS Access

When a system administrator is replaced, access to the POS needs to be given to the new system
administrator. The existing system administrator must logon with “admin” as the user, and select
[Password. The new system administrator then enters the new password for the system administrator role.
Once the new replacement has reset “admin”, they may create, edit or delete users on that PCC terminal.
The resetting of the “admin” password will need to be completed on each PCC terminal. PCC terminals
are not linked together and do not share password files.

(Note: Once the administrative password has been changed, it should be written down and
locked up for future use. If, at any time, the PCC SAT system cannot be accessed via the
administrative logon because the password is not known, the only way to access the SAT is to
uninstall and reinstall the PCC POS software. Keeping track (and tight security) of the
administrative password is crucial.) It is very important to remember that the “admin” user ID
will only be used in an emergency situation and not be used as a daily logon ID.

When POS user is replaced, the system administrator must set up logon 1D’s on the POS for the new
user. The new user then enters the new password. For users that no longer exist, an authorized user
should remove those users.

MVD and CIRA Access

If applicable, access to the CIRA and MVD needs to be given to the new system administrator.
Personnel no longer needing access to your site’s business activity need to be removed.

A Change Request Form (see Appendix) must be completed and submitted to the Federal Reserve
Bank of Cleveland as indicated on the form. The Change Request Form can also be used to request
additions or deletions to the current range of 1D’s and passwords for the CIRA and MVD.

Approximately every six months an email will be sent to the individual that authorized the Change
Request Form to verify he/she is still at the same location and a change has not occurred.
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Daily Reports

Daily reports, i.e., SF215 and/or SF5515, are emailed on a daily basis to specific contact people
at your location. If there is a change to the people who currently receive these emails, a
notification of that change must be emailed to PCC@clev.frb.org.
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Appendix A - Sample Reports

Batch List

The Batch List is a report generated in the POS application by each cashier as the batch is closed
and transmitted to the CIRA. A batch list may be created at any time before the batch is closed in
addition to being created during the batch close process. The columns on the report found on the
next page represent:

- IRN = The unique transaction 1D within the POS application. This number follows all
transactions through the CIRA and to the Federal Reserve Bank of Cleveland for tracking
purposes. The scanner assigns this number as the check is processed. This number is sequential,
however unsuccessful scans will result in skipped IRN numbers.

Date/Time — The date and time that the check is captured, in local time.

Bank Number — The routing and transit number (also known as the ABA number) found on the
MICR line of the check.

Account Number — The account number at the financial institution as found on the MICR line
of the check.

Check Number — The number on the check, as found on the MICR line of the check.

Amount — The dollar amount of the check that the cashier entered into the POS application.
Configurable Fields — The configurable field data specific to each agency.

Batch Totals summarize the following:
Approved — Successful check transaction
Void — Voided checks
Total — Total approved transmission amount (the number of items includes the approved and
voiced items).

Appendix - 3



Appendix

ST

Ctr_:rqhssz | gl@l I'I—ofl'l—

File

8| k-
ctrl+p| cles

-
CEt]

=
Chrl+E

L
Chtl+E

Pagel

Batch List
Baich: DEBSAAC4EMS-4C81-9263-2FBCAF20 1422
Date: 2003-02-14 09:13:24
AL C: 0059995990
Mode: POS
Printed By: sharonh

Items for cashier: sharonb
IRN Date Time BankNe. | AccouniMNo. |CheckMNo. | Amount Configurable Fields

041210781 | 100076 1083 $1,074.00 | 33H: 277886655
Amount: $1,074.00

& | 120314500209300000100 | 2003-08-1409:12:50
Grand Total: Count: 1

Batch Totals

Count Amount
Approved 1 $1,074.00
Void 0 $0.00
Totals 1 $1,074.00

QBatch List | 5%.%)@ 9:13 AM

iﬁstartl“ a @ |J QTreasury-Paper Check. Co...l Printers Folder

NOTE: Batches can consist of more than one cashier or POS operator, but not of more than one processing mode. If a batch
includes checks processed by more than one cashier, each cashier’s items will appear on separate pages with that cashier subtotal
count and dollar amount. A total count and dollar amount for all cashiers appears on the last page of batch list.
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Activity Log and User Information

Activity Log

The Activity Log is an audit trail of activities that occur in the POS and SAT application. Each login and
logout is recorded along with the events that occur while a user is signed in. This includes but is not
limited to checks scanned, checks voided, and error messages. To view the POS activity log select
from the main POS screen. To view the SAT activity log, select the Activity Log icon from the SAT
main screen

To print either activity log:

1. Select the event types, sources, and modules desired.

2. Enter the date range. The beginning date should be the last date the log was printed, and the
ending date should be the current date.

3. Select at the lower right of the screen.

POS Activity Log Report

The fields found on this report include:
Date/Time — The date and time that the event was recorded, based on the laptop’s clock setting.
Module — The module used.

Description — The description of the event being logged. (Error messages tend to have more
description than what is displayed on the screen during an error condition.)

Page 1
Activity Log
Date: 2002-07-16 16:06:13
ALC: 0000646001
Mode: POS
Printed By: rodney

Date Time Module Descrip tion

TA6/2002 40441 PM | DEV Bystem Error.

Check comm port setting’cables.
User Mame : rodoey
UserID : 65327284 D532-4C45-BED1 -EANERSDAEAZF
Humber : 111

Source : EnableBcanmer

Description : FAILTRE: The scarmer cannot complete the recuested operation.
TA6/2002 40439 P | POS Bystem Error.

Scatmer Error

Uszer Hame : rodaey

UserID : 65327258A-D532-4045.B8D1 -EAIESSDAFAIF

Mumber : 20002

Bouree | Soatter

Description : Error: Service object- Establish Communicati ons with scanner
failed.
TAE002 40431 PM |LYD Hystem Warring,
LVD update required

User Name : rodney
UserID : 65327284 D532-4C45-BED1-EANEZSDAESIF
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SAT Activity Log Report
The fields found on this report include:

Date/Time — The date and time that the event was recorded, based on the laptop’s clock setting.
Source — The source used.

Module — The module used.

Description — The description of the event being logged. (Error messages tend to have more
description than what is displayed on the screen during an error condition.)

Activity Log
Date: 2002-07-16 16:09:07
ALC: 0000646901
Printed By: admin

Date Time

Source

Module

Descrip tion

TA6/2002 4:08:11 PM

PCCRBAT

LA

Logit
Logonmethod failed
User Matme :
User 1D
User Login: admin
Humber : -49964
Soxce : Local Access Maragem ent Subsystem
Description : The system coddnot logyou on
Make sure yow Login and password are cotrect.

TA6/2002 11:31:30
AT

PCCRAT

LA

Check permissions.

Permission denied
User Matne : System Admitd strator
User ID : DA31560D-3281 4604 0EAE-5 ADI 9D3FCOD
Permission: ConfigyeRoles

TA6/2002 11:14:25
A

PCCRBAT

LA

Logn
Logonmethod failed
User Name
User 1D
User Login: admiristrator
Mumber : -49081
Soxrce ; Local Access Managem ent Subsystem

Description : Login or passurardis not correct
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User Information

The User Administration screen in the PCC SAT application provides user information including the user |
name, login, and role. This information should be printed prior to an application upgrade so users can

easily be re-entered if needed.

To access the user information:

1. Launch PCC SAT application.

2. Select the User Administration icon to view the user information.

3. Select the Printer icon from the top of the User Administration window .to print all the user
information.

=10l x|

=.5,F3.-.:User Administration

Created

2003-02-08 168:45:50

- 2003-02-06 16:48:14 MPCC

Adrminiztrator

EEM L st 5
D= 20k 06 16 B 3540
AL DN
Prliisl By: shaven

Loand Arzems Fiele
HNEDE-11 1104:17 | Admamsrdo
JNRME.1A 108 ([ FOC
by

i

Creaimn Dian
O] LT
0011 11 DadR
H03TE-1] D ElAE
HEOLE-11 110518

Lmr Mame
Swelean A domiss vor
ity
bt

IME0.1T LR

e

start] | 2 8 5 || Dreonrrro. | ISR #lol it b | EiPaces chock, | et e, | g inaiaasns-

When complete, click |Ctrl+Q.
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SF215 Deposit Ticket Report

NOTE: If some of the checks cannot be processed electronically and need to be collected
through paper check collection channels by the FRB, a separate deposit ticket will be created
and reflected in the SF215 report.

The Deposit Ticket Report will be emailed to the designated representative each business day.
The information on the report is as follows:

ALC/DSSN - The 9-digit identifier used for accounting purposes to group transactions to a specific
battalion. The ninth digit in the ALC is a check digit used only by FRBC. Multiple laptops using the POS
application may use the same ALC. The 10 digit ALC + 2 specifies a base or type of location within the
ALC and will have a name associated with it.

Deposit Ticket Number — The deposit ticket number as entered into the CashLink system.

Fiscal Agent— This will be the capture center of FRB Cleveland Settlement Date — The date that the
transactions are entered into CashLink. The date format is MM/DD/YYYY.

Cashier ID — The cashier 1D that processed a group of checks. (If one cashier sends a batch that contains
items for multiple cashiers, the individual cashier 1D’s will not be reflected on the Batch List, however this
listing is accurate.)

Transaction Date — The date that the checks were processed. (MM/DD/YYYY)
Summary Count — The total number of checks for a cashier for a specified transaction date.
Summary Amount — The total dollar amount of checks for a cashier for a specified transaction date.

Summary of Transactions — The total number of transactions for all cashiers and all transaction dates that
were included in a single CashLink entry.

Summary Total of Dollars — The total dollar amount for the CashLink entry for all cashiers and all
transaction dates that were included in a single CashLink entry.

[m;u;c -000065838  Deposit Ticket # - 0000026  Fiscal Agent - FRB CLEVELAND Settlement Date - 09/19/2001
215 Detail
ALC - 0000658301 Location Name - BAUMHOLDER, GR
Cashier ID Transaction Date Summary Count Summary Amount
murphyr 09/18/2001 8 $1,950.00
Total ALC - 0000658301 8 $1,950.00
ALC - 0000658302 Location Name - KATSERLAUTERN, G
Cashier ID Transaction Date Summary Count Summary Amount
LOVEE 09/18/2001 7 $2,575.00
Total ALC - 0000658302 T T $2,575.00

215 Summary

Summary number of transactions 15

Summary of total Dollars $4,525.00
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SF5515 Debit Voucher Report

The Debit Voucher Report will be emailed to the Financial Officer, or other designated representative
on each business day. This report contains the following information:

ALC/DSSN - The 9 digit identifier used for accounting purposes to group transactions to a specific
battalion. The ninth digit in the ALC/DSSN is a check digit used only by FRBC.

Fiscal Agent— The Federal Reserve Bank of Cleveland
Return Settlement Date — The date that the return posted to CashLink.

Unique Transaction 1D — The IRN number assigned by the scanner that follows each transaction through
to the CIRA and FRB Cleveland processing.

Date of Original Transaction — The date that the check was initially processed by the cashier.
Original CashLink DTN —The deposit ticket number (DTN) that contained the original check processed.
$ Amount — The dollar amount of the transaction being returned.

Cashier ID — The Cashier ID that initially processed the check.

5515 - Debit Voucher

ALC- 000065838 Fiscal Agent- FRB CLEVELAND Return Settlement Date - 09/06/2001
Debit Voucher Unique Transaction Date of original |Original CASH-LINK $ Amount Cashier ID
Number D transaction DTN
0000044 100701500113900000308 |08/27/2001 0000042 $179.66 mkhrené
0000045 100701500117200000082 |08/27/2001 0000042 $683.13 M. Jones
0000046 100701500117200000083 | 08/27/2001 0000042 $1%0.11 M. Jones
Summary number of transactions 3
Summary of total dollars $1,052.90
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Pending Redeposit Check Detail Report

The Pending Redeposit Check Detail Report contains information on all items that were returned on the
specified day but will be represented later to attempt collection. These items will not result in a SF5515
debit voucher unless all attempts to collect the funds are unsuccessful. This report only identifies items
that were returned for non-sufficient funds but will be represented for payment up to 2 times. After two
representments, if the check continues to be returned, an SF5515 will be functional. This report contains
the following information:

Company 1D — The ALC+2 number associated with the location that accepted the original check.
Company Name — The site name associated with the company ID.

Bank Routing - The routing number associated with the ALC, used by the ACH system.

Bank Name — The name of the ALC responsible for these checks.

Unique Transaction 1D - The IRN number assigned by the scanner that follows each transaction through
to the CIRA and FRB Cleveland processing.

ABA — The routing number that the check was drawn on, as found on the MICR item of the check. In
some instances, the ABA number found on the check must be converted to another number due to the
item being electronically processed. If that is the case, this is the converted ABA number.

DDA Number — The Demand Deposit Account or checking account number that the check was drawn
on, as found on the MICR item of the check.

Amount — The dollar amount of the check.
RTN Date — The date that the item was returned to the Federal Reserve Bank of Cleveland.

Resub Date — The date that the item will be sent back to attempt collection. Under normal circumstances,
the check will post to the person’s account on the following business day.

Cashier 1D — The ID of the cashier that accepted the original check.

RRC —The return reason code, or the reason why the item was returned uncollected. A complete list of
return reason codes can be found in Appendix C at the end of this manual.

Company Total Count & Amount — The total number and dollar amount of all return items for a
particular ALC +2 location.

Bank Total Count and Amount — The total number and dollar amount of all returns for a particular ALC
on a particular day for all of its locations.
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WMTE: 0507701 HETUBSWOREE - ACH FROCEZELING TAPFTUNE CENTER: FHE
THE 18:14:33 FENDING RETAPOSIT CHECK DETASL EERDET
From #/06/2001 To 9/06/3041

TMPEEY IO COMPREY HANE ERHE BOUTIHG BANF, KAME
MO006ESEI0Y FAISERLAITTEBRN, 4 H17IR020 fieh Finanea Baccalion dermany
MIQUE TEANSACTION IO AEA oba HUWEER RMCRAINT  FTH ORTE BESUE DATE CREHIER ID B
ETOL50011TZ00000084 D41Z04E23  FO-P0384 162.72 QO/O0ESACOL 08/14/3001 M. Jones 2ol
LOOTOLSOCL1TZ0GO0GOAY 243202755 7296 874,86 QR GES2001  0D9/14/2001 M. Donds ED9
OOMPRMY TOTAL COUNT: Z
CIGIFANY TOTAL REOUNT: 1,037, 58
COMEANY ID COMPEEY HAME BARK BOUTENG BRHE MAME
IDE53103 WIESBADEN, R 041735028 Zth Finanoe Battaliom Garrmasmy
JEIOOE TRAMSACTION ID ARA Dtk FNGEER AMOUNT RTH DATE REFIR DATE  CASNIER ID RHC
LOOTO1SO0L13500000926  2434R6067 CDDE4052 1,70%.%2 08/06/2001 GErl4/2001 mkhEsnb ROF
LO0701%001 13900300306 41211382 2309 1PA 34 09/0652001 T3/14/3001  mEhrEmb ROY
LOnTO1500L13500000310 Z434BEG0 DS E4A43E7 1,T28.31 03063000 R 2001 michzssifi RO
CONFARY TOTAL COUNT: k|
COMPAKTY TOTAL NMOOHT 3,629.37
BAME, TOTAL COONTI 5
DAREY TOTAL AMOUMT: 4, BEE. 05
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Appendix B - Return Reason Codes

Return Reason Code
Description
(RRC)
RO1 Insufficient funds
R02 Account closed
RO3 No account/unable to locate account
R04 Invalid account number
R06 Returned per Originating Depository Financial Institution’s request
RO7 Authorization revoked by customer
R08 Payment stopped
R09 Uncollected funds
R10 Customer advises not authorized
R11 Check truncation entry return
R12 Branch sold to another Depository Financial Institution
R13 RDFI not qualified to participate
R14 Represent_ative Payee (account holder) deceased or unable to continue in
that capacity
R15 Beneficiary or account holder (other than a representative payee)
deceased
R16 Account frozen
R17 File record edit criteria
R18 Improper effective entry date
R19 Amount field error
R20 Non-transaction account
R21 Invalid company identification
R22 Invalid individual 1D number
R23 Credit entry refused by receiver
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R24 Duplicate entry

R25 Addenda Error

R26 Mandatory field error

R27 Trace number error

R28 Routing number check digit error

R29 Corporate customer advises not authorized

R30 RDFI not participant in Check Truncation Program

R31 Permissible return entry

AA Non functioning return reason code

R32 RDFI Non-settlement

R33 Return of XCK Entry

R34 Limited participation DFI

R38 Stop payment on source document

R40 Non participant in ENR program

R4l Invalid Transaction Code (ENR only)

R42 Routing Number/Check digit error

R43 Invalid DFI Account number

R44 Invalid Individual ID Number

R45 Invalid Individual name

R46 Invalid representative payee indicator

R47 Duplicate Enrollment

R50 State law prohibits truncated checks

R51 Notice not provided/signature not authentic/Item altered/ Ineligible for
conversion

R52 Stop payment on item

R61 Misrouted return

R62 Incorrect Trace number

R63 Incorrect Dollar amount

R64 Incorrect Individual Identification

R65 Incorrect Transaction Code

R66 Incorrect Company Identification

R67 Duplicate Return

R68 Untimely Return
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R69 Multiple errors

R70 Permissible return entry not accepted

R71 Misrouted Dishonor return

R72 Untimely Dishonored return

R73 Timely Original Return

R74 Corrected Return

R80 Cross-Border payment Coding error

R81 Non-participant in Cross-border program
R82 Invalid Foreign receiving DFI Identification
R83 R83Foreign Receiving DFI unable to settle
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Appendix D — System Administrator
Responsibility

The Paper Check Conversion (PCC) program will require the local system Administrator to provide a
small, but important, amount of system support at initial deployment. Basic system administrator support
will primarily be related to the initial deployment of the system. System administrator support may also be
needed for troubleshooting and equipment tracking.

System Administrator Support Prior to Deployment

The system administrator will be responsible for working with the designated agency contact (i.e.
Regional Account Manager, Financial Manager, etc, in order to complete the Agency Site Profile
(ASP). Generally the ASP will require the system administrator to:

1. Ildentify the local baseline software and install baseline software as needed.
Identify the hardware specifications of any existing computer in the finance cage.
Provide a LAN drop for the system if PC is not already connected to the LAN.
Reserve an IP address.
Other items relating to electrical power.
Install Tiff viewer if ActiveX not enabled by your agency.

ok wm

Basic System Administrator Support at the Time of Deployment

The System Administrator is responsibility for the following at the time of deployment:

1. Install the local baseline software package, hot fixes, and user settings if not done prior to
deployment.

2. Assign an IP address to the computer and make it a member of the local network.

3. Ensure that the computer has access to the Internet (usually through the LAN) at 128 bit
encryption.

4. Set up the computer to print out on the network printer (or local printer if no network printer is
available).

5. Set up the designated agency contact and Cashiers to have read/write access to the RDM folder
on the hard drive and have permissions set to all access to the network printer.

6. Ensure that the hard drive is NTFS configured, if applicable.

7. Request copy of PCC software from deployment specialist.

8. Ensure that the computer has a secondary storage unit such as a zip drive or PCMCIA storage
card (if not supplied by the FRBC)
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Continuing System Administrator Support

See the Troubleshooting section for hardware issues pertaining to the PCC computer and scanner.

FOR ALL OTHER ISSUES PLEASE CONTACT YOUR AGENCY PCC POINT OF
CONTACT OR CALL THE FEDERAL RESERVE BANK OF CLEVELAND AT
216-579-2112, OR 800-624-1373 OR SEND AN EMAIL TO PCC@CLEV.FRB.ORG.
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Appendix E - Equipment Returns

Use the following address for returning laptops and scanners using certified mail return receipt or
FedEx. Please include a note of explanation with the damaged or defective equipment. Insurance
needs to be utilized during the shipping process for the full amount of the equipment. Contact
the PCC Helpdesk for a dollar valuation of the equipment you are returning.

PCC Deployment Center

Federal Reserve Bank of Cleveland

1455 E. 6™ Street — Ground Floor, Main Building
Cleveland, OH 44114
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Appendix F - Change Request Form

Please complete the Change Request form on the next page when there is a position change over. It can
also be used to request additions or deletions to the current range of ID’s and passwords for the CIRA
and MVD.
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Appendix G - MVVD/CIRA Change Request

Paper Check Conversion
Master Verification Database /Central |mage and Resear ch Archive
Change Request — Thisalso will need to be replaced!

Agency: Eight Digit ALC or DSSN:

| nstructions:

Please specify the Paper Check Conversion (PCC) system for which this change is requested and then complete the
form below as appropriate to the type of modification required. Please note, all changes must be approved by the
senior officer or manager and then mailed to the Federal Reserve Bank of Cleveland.

PCC System: __ Master Verification Database or __ Central Image and Research Archive
Or Master Verification Database Reports or Central Image and Research Archive Reports

ADD __ PERSONNEL CHANGE FOR USERID:

(List specific UserID)
The following party has been designated as a PCC user for this location. The individual listed below has agreed not
to disclose his/her password to others, and has been advised that he/she is responsible for all actions related to the
use of his/her ID within the PCC system. He/she also understands that unauthorized disclosure of any PCC
information may be cause for loss of access and disciplinary action.

Name (printed or typed) Rank / Title

Signature Last Four Digits of SSN

E-mall Phone (Commercial)

FAX Phone (DSN Country Code)

Address (Country and APQO if applicable) City / State Country / Zip

MVD Role: __ View ___ Edit

Sitesto be Viewed (Central Image and Research Archive users)
Access will remain in effect until notice is provided to the Federal Reserve Bank of Cleveland.

__ DELETE;

UserlD: Name:

(printed or typed)

Approved by:

Senior manager Date

Name & Title (printed or typed)

E-mall Phone (Commercial and DNS Country Code)

Return thisform to: Federal Reserve Bank of Cleveland ;P.O. Box 6387,
Cleveland Ohio 44101-1387 Attn: Information Security Department ;FAX: 216-579-3175
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Appendix H - Hand Receipt

The hand receipt on the next page should be completed at the time of installation to verify receipt of
equipment. Please complete the form and return it to the deployment specialist, or fax to 216-579-2125,
Attn: Federal Reserve Bank of Cleveland, PCC Deployment Team.
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Hand Receipt

Paper choc¥ Con“'“’"’n

To: Hand
Company/Agency: Receipt
L ocation: number:
Phone:
P —
Serial/Stock Item Description: Quantity:
number :
TOTAL.:
Hardware received by:
Signature
Dae

Please give the completed form to the Deployment Specialist,
or Fax to 216-579-2125, Attn: Federal Reserve Bank of Cleveland, PCC Deployment Team
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Appendix | — Overview of System
Administration Tool (SAT)

The PCC SAT application icon, located on the desktop, is used to complete security and application
configuration setup by authorized users.

The PCC-SAT application consists of the following components:

System Configuration — Used to configure the POS application, including System Access, System
Activity, Verification Database, Secondary Image Storage, System Parameters, and POS
Connections.

User Administration — Setting up, editing and deleting users, including user role configuration.
Activity Log— A view of all actions performed in the SAT.

Batch Recovery — Used to retrieve a batch from the secondary storage in the case of an
unexpected terminal failure

LVD Reset — If utilizing the Verification Database, the LVD reset button erases everything
on the LVD in anticipation for a replacement with new data.

Help - Provides the SAT version and system information.

System Configuration User Administration Activity Log Batch Recovery LVD Reset Help

-"’ US Treasury Paper Check Conversion Svstem Administcation Tool Fadesing
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Appendix J - System Permission

Descriptions

Permission Description

AuthorizeOldVerification Authorize the use of an out-of-date LVD

BrowseBatches Browse through batches in the system
ChangeOwnPassword Change own password

CloseBatch Close a batch

ConfigurePOS Configure the POS application with an ALC, Terminal ID

and OwnerCode

ConfigureRoles

Change role configuration

ConfigureSystem Change system configuration (e.g. COM+ constuctor string)
ConfigureUser Perform user configuration functions
DeleteBatches Delete batches

DeleteExpiredReturns

Delete expired LVD returns

LimitActivityLog

Limit old activity log records

OverrideVerification

Override a deny, returned from the verification system

ProcessTransactions

Process transactions at the POS

RecoverFromSecondaryStorage

Recover the database from the data stored in the Secondary
storage location

ResetLVD Reset local verification database
TransmitBatch Transmit a closed batch to a remote site
UpdateLVD Update the LVD

ViewActivityLog View activity log entries

ViewBatchList View the list of entries in a batch

VoidTransaction

Void a previously processed transaction
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Appendix K — Add Blocked Record Request
for MVVD

Please complete the Add Blocked Record Request for MVD form on the next page when a person, account
number or routing number needs to be blocked through the verification database.
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Paper Check Conversion
Add Blocked Record Request for MVD

Requestor:
Name;
Title:
Phone Number:

Email:
Agency/ALC:

Block Transaction Information:
RT:
Account #:
Config. Field 1:

Reason for Block:

Block Placement | ALC:
Level: | ALC+2:

Authorization for Block:

senior officer or manager signature

Print Name:
Title:
Location:
FMS Use Only FRB Use Only
Approved By: Input By:
Name Date
Date Approved: Verified By:
Name Date

For any questions, please email pcc@clev.frb.org
Please return thisform to:
Financial Management Service
Attn: Reggie McKinney
Fax: (202) 874-8644
Email: Reginald.McKinney@fms.treas.gov
Address: 401 14™ Street SW Room 508D
Washington, DC 20227
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Appendix N — RDM Scanner Information

Refer to the RDM EC50001 User Manual for more detailed information on the PCC scanner.
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